ZKT:
ZKBioSecurity 3.0.1.1-3.0.3.0-Change Log

1. Version Change

Previous Version: ZKBioSecurity 3.0.1.1_R
Current Version: ZKBioSecurity 3.0.3.0_R
2. Function Updates

System

1. Graph Statistics added in system dashboard.
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2. Multi-select of the types of event in search criteria is enabled in access control and elevator control module

reports.
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Access Device

Time From  2016-09-28 DO-D0-00 To |2016-12-28 235050 Personne! 1D Device Name

The curment query condiions: Tima Fromo(2016-08-23 00:00:00) Tou2D16-12-28 23:59:50) Event Dascription {Device Started lkeg_..)

Carg Numiger Department Name Wermcanon ko

Event Description 3 lliegal Time Zang| Event Foint Area Name

Reader Name oK Last Name
a0ie-1228 111753 e [ Deviee Stared Timk Zone 2 snermy

~* Megal Time Zone

2016-12-28 111747 12 1 Normal Vrify Open i \eify Open 1 Clover
2016-12-28 11:17.45 121 Operabon Intereal too Shart i\egify Open 3 Mancy
2016-12-28 11:17:42 g2 U Timg Zone 2 Sherry
2016-12-28 111740 2.0 o ety Open 3 Nancy
2016-12-28 MAT36 21 ety Open 1 Clover
2016-12-28 111732 121 iVigify Open 1 Clever
2016-12-23 111715 121 lion ntarval loo Short
2061228 11:17:14 120 Timg Zone 2 Sherry
2016-12-28 111710 1F2 0[] Salect AN Timg Zone 2 Snerry
20161228 1MNE06e 1 9 ime Zone 2 sherry
2016-12-28 11:16:03 182.168.217.100 182 168.217.10D-3 liegal Time Zone 2 Shery
2016-12-23 11:15:589 182.168.217.100 1852 168.217.10D-3 Nomal Verify Open | Nancy
2016-12-28 11:15:55 182.183.217.100 182.1688.217.10D-3 Nommal Verify Open 3 Mancy

3. Https protocol is now supported.
Https is now enabled in installation. If https is selected, users should visit the server with https using browser, Push
controller access require https. Only InBio Pro support connection to server via https protocol. When server is

installed as https, only hardware devices which support https are accepted.



rf“ Setup - ZKBioSecurity

The Most Advanced Access
Control Panel in the World

Please enter a valid port from 10-65535 (except 21,80,6380 and 5432)

() Http Port {8088 © Https Port (8448 [ < Back ] l Cancel ] [ Next > ]

[¥] Add exception to the firewall

[) betps://127.0.0.1:8448/pers_index.actior

Personnel

Personnel ID

Department Name
The current query conditions: Mone

(v Refresh [ ® New [ZJ/ Adjust Dep:

4. Software is now connectible to LED screen. Information display on screen is now customizable.



Device Name"

IP Address™ . 168 . 217 . 222

Port”

Default Pass Code™

Screen Width"

Screen Height*

LED Title

Block Number®

Show Time
Automatic Distribute Data

Block Layout

Coovemanon | —oc [ cara

Name*
Data type”
Text:

Device block”

Firmware Transformation
1. Newly added functions include: InBio Pro Series. Firmware version: ******* 3|| controllers support PUSH

Protocol.

Personnel Module

1. Personnel Module Department List optimized, faster display of department lists, supports up to 2,000

departments.
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Department Number Department Name:

The current query conditions: None
4 [~ General

0 s

[ Market Department

[ Development Department

[ Financial Department

[]  Department Department Name:
Number

51

Market Department

Oooooo
[ T R )

General

(v Refresh [® New (fi Delete [# Export [# Import

Parent Department

Number

1

1

Development Department 1
Financial Department 1

Parent Department

General
General
General

General

Created Date

2016-12-28 11:55:22
2016-12-26 11:33:21
2016-12-26 11:33:21
2016-12-26 11:33:21

2016-12-26 11:33:21

Operations

Edit Delete
Edit Delete

Edit Delete

Edit Delete

Edit Delete

2. Supports multi cards for one person (only when using the above mentioned firmware).

Personnel 1D Setiing

The Maximum Length@ |

Support Letters: () Yes

Card decimal settings

@ No

Card format display: @) Decimal ) Hexadecimal

Cards Setting

Support Cards: (@) Yes

()Mo




Personnel ID* Department* General
First Name Last Name

Gender Password

Social Security Number License Plate

Reservation Code Mobile Phone

Fingerprint Download Driver Birthday (Optimal Size 1207140).
Browse || Capture

Finger Vein Download Driver Card Number 5736013 (=

Access Control Elevator Confrol | More Card | Personnel Detail

eputy Card 1 =" ® Deputy Card 2
eputy Card 3 = ©® 9 ®

3. Flexible format supported and longer card number (only when using the above mentioned firmware).

Name*
Total Bit*
Site Code™
Auto
(®) Mode One
First Parity Check(p)
Second Parity Check(p)
‘0dd Parity Check({o) Even Parity Check(e} CID(c) Site Code(s) Code(m)

i The Maximum i The Maximum The Maximum The Maximum The Maximum
StarBl Length Startt Lenath Length EmiEd Length Length

() Mode Two

Card Check Format®

Parity Check Format™

Cooearsren | o | caree |

4. The supported original card number is expanded from 32 bits to 66 bits, and is customizable to support up to
128 bits with better support of HID and Desfire cards.

The new controller firmware supports site code independent setting. Customers may choose whether site code



needs to be verified in firmware.

|M.riegand Format26

26

0
=

(®) Mode One
First Parity Check{p)
Second Parity Check(p)

Odd Parity Check{o) Even Farity Check(e) ClD(c) Site Code(s) Manufactory Code(m)

- The Maximum - The Maximum The Maximum ; The Maximum -
Start Bit Length Start Bit Length Length Start Bit Length Start Bit

The Maximum
Length

14 13 1 13 24 0 0 1]

0

() Mode Two

Card Chack Format™ PCCCCCCCCCCCCCCCCCCCCCeeep

Parity Check Format® EEEEEEESeeSE80000000000000

Support Wiegand card format testing function, customers may analyze cards with abnormality.

Device * Click 1o select Start read card [l Clear All Data
Site Code Ingul card number* Original card number

@cara1 |
(Ocaaz
(Ocara3

Recommend card format
Recommend party format

Matters needing attention

Ak Vihen reading the card, each brush a card, pease sefect he eft card option
ofm does not need 1o €nter e code, and e fLnction s hat i LGN 10 the card
focaon ¢

ake the intative to e press the new locaton code o recommend card format

Side code has been moved from personnel edit to card format.
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Personnel ID*
First Name

Gender

Social Security Number

Reservation Code
Fingerprint

Finger Vein

Access Conftrol Setting

Levels Settings
[s/] Master

Both decimal and hexadecimal format display are enabled.

* Personnel

Person

Department

Custom Atfributes

Department™
Last Name
Password
License Plate
Mobile Phone

Download Driver Birthd

{Optimal Size 120*140).

Download Driver Card Number

{cores |

Elevator Control Personnel

Add Superuser

Check All

Clear All Device Cperation Role
Delay Passage
Disabled

Set Valid Time

No

Ordinary User
|

O

O

Personnel ID Setting

The Maximum Length:
Support Letters: () Yes () No

Card decimal seftings

Card format display: @ Decimal () Hexadecimal

Cards Setting

Support Cards: () Yes  (®) No

4. Supports connection with SLK20R anti-spoof fingerprint reader.

5. Supports registration of finger vein module via finger vein reader, and synchronization of standalone device and

module.



Personnel ID* Department®

First Name Last Name

Gender Password

1]
1]
Social Security Number License Plate |:|
|
L 1
L ]

Reservation Code Mobile Phone

(Optimal Size 120-140).
Browse || Capture

Birthday
Finger Vein Reqgister Card Number

=

Personnel Detail

Supenser oo
Device Operation Role
Delay Passage O
Disabled O
SetValid Time O

Access Control Module
1. Supports flexible verification mode setting for different persons, time and durations (There is a slight difference
between RS485 and Wiegand readers, please refer to user manual) (only when using the above mentioned

firmware).
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Access

T.

% Access Device

Verification

Rule Name ' §
n Access Control
The current query conditions: None

Door

Door Name

The current query conditions: None

Owned Device

weicome.aamn () (3) ) @

Tiene Zots (& Refesh [ New ({fj Delete (* Refresh (fj} Delete Door
Holidays [1 RuleName Time Zones Operations [1  Door Name Owned Device
Access Levels ot dally Edit Add Door
Set Access By Levels
Set Access By Person
Set Access By Department
Interlock
Linkage
i-passback
First-Person Normally Open
Mutii-Person Group
Mutti-Person Opering Door
Verification Group
Parameters
Advanced Functions
Reports 1-1 f0rowsperpage v  Total of 1 records 0o 50 rowsperpage v Total of 0 records
New
Rule name* 1 Time Zones® 24-Hour Accessible
Time
Date
o0 ;0o 23 5 R 00 : 00 oo 00 B — 00 : 00 00 : 00 s
00 : 00 ESER- ] B 00 : 00 0o 00 B — 00 : 00 00 : oo s
00 : 00 EARE- ] e 00 : 00 oo - 00 B — 00 : 00 00 : 00 s
00 : 00 n o5 — 00 : 00 o0 - 0o — 00 : 00 00 : 00 —
00 : 00 F -] — 00 : 00 o0 : 00 — 00 : 00 00 : oo —
00 : 0o EERE- ] JE— 00 © 00 00 - oo P 00 : 00 00 : oo J—
00 : 0o FERE- ] R 00 © 00 00 - oo B — 00 : 00 00 : oo s
00 : 00 R e 00 : 00 00 oo B — 00 : 00 00 : oo s
00 : 0o FERE- ] R 00 © 00 00 - oo B — 00 : 00 00 : oo s
00 : 00 R R 00 : 00 00 oo B — 00 : 00 00 : oo s
Copy Monday's Setting to Others Weekoays: []
S N

2. Exit button and auxiliary input can be controlled by time durations, and can be set as “enabled”

the time duration (only when using the above mentioned firmware).

or “disabled” in



Device Name®

Door Name™

Verification Mode®
Wiegand Format
Operate Interval”

Door Sensor Type™
Close and Reverse State

Door Sensor Delay
Passage Mode Time Zone
Passage Delay
Multi-Person Operation
Interval*

192.168.217.100
182.163.217.100-1

Doer Number*
Active Time Zone*
Lock Open Duration®

1

24-Hour Accessible
5 second(0-254)

isecond(0-254))|

second(1-254)

isecond(0-60)

isecond(5-60)

The above settings are copied to

REX Mode*

vnosk ]

| REX Time Zone

54)
24-Hour Accessible

Anti-passback Duration of

|n ‘minute(l]—120)

Entrance

Duress Password
Emergency Password
Disable Alarm

Open Door Delay

E— T
T
|

CR—

|mn:i|iary Input-1

|I‘\.I’

|2+chr Accessible

3. Lock and unlock functions are added. No verification and access is allowed after lock function is enabled.
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mlyoper—g-m-e-.

T Remote Lock

Enable A« tign Mode
(T Remote UnLock

. ay Fassage e Time Jone

(] 24- “ingerprint
{7, Disable Intraday Passage Mode Time Zone
o 24-muw AuLeDDe U e Leaiu i Cingerprint
o 24-Hour Accessible Mone Card or Fingerprint
o 24-Hour Accessible Mone Card or Fingerprint
11

4. Repaired bugs regarding the loss of fingerprint data during the re-registration of a certain fingerprint of a person.
5. Only superuser is allowed to switch [Normally Opening] and [Normally Closing] functions with consecutive 5
swiping of card (only when using the above mentioned firmware).

Global anti-passback and Global Interlock functions are added in linkage conditions.

|1 Emergency Password Open

[7] Exit Button Open

[ Exit Button triggered(Without Unlock)
[ Failed to Close during Passage Mode Time Zone
[7] First-Personnel Open

[ Global Anti-passback(logical)

[™) Global Anti-passback(timed logical)
[7] Global Anti-passback(timed)

[ Global Interlock

[] Nlegal Time Zone

[ Interlock

[ Multi-Personnel Open

[ Multi-Personnel Verify Failed

6. Added “device” in the search criteria when checking reports by doors.

zkteco.com




Doar Name

(C Retresh
Door Name
182 188217.100-1
182.168.217.1002
182.168.217.100-3

182.168.217.100-4

Access Rights By Door

The current query conditions: Nane.

Device Name |

Clear
192 168.217.100

Browse 162 168.217.100-1(1) Opering Personnel
(C+ Retresn [ # Export

Personael D First Name Last Name.
1 Clover
2 Shery
3 Nancy

Welcome, admin 1'@ (_’i:) Q) @:‘» (_‘)

Depanment
General
Genesal
General

7. Added access control zone and zone name in the last access location in reports.

Personnel I

2z

o

8. Support batch

First Name.

Snemy
Clover

Nancy

Time From | 2016-09-28 00000

S01ows perpage  ~

To 20161228 235958

Last Name

Personnel ID

The current query conditions: Time From (2016-09-23 00.00.00) To:(2016-12-28 2350:59)
(+ Ratvesh > Clear A Data [ Expot

Card Number  Time
Name

5788018 2018-12-28 111753 General

081343 20161228 11:17:47  General

9505830 20161228 11:17.45  General
JumpTo 1 MPage Totalof 3records

Degartment Device Name

182 188.217.100 303
192.168.217.100 203

192.163.217.100 03

Device Name Morew
Event Descripiion
llegal Time Zane:
ormai Verdy Open
ormal Verity Open
> <

Superuser
Device Operation Role
Delay Passage
Disabled

Set Valid Time

weicome, aamn () (1) () @ ()

ReaderName  Verfication Area Zone emar
Mode Name
182.168.217.100- Only Card Area Name
192.68.217.100- Only Card Area Name
192.168.217.100- Only Card Arsa Name
S tamed

Access control setting with no more one-by-one editing needed.

C o o

9. Graph reports added in the access control module to see the statistics more clearly.



Access Device

Area Transactions Statistics Event Type Statistics

Access Control
Advanced Functions

Reports

All Transactions

Events From Today
Last Known Position
All Exception Events

Access Rights By Door

Access Rights By Personnel Transactions Trend Chart of the Day

To00 200 200 600 8:00 | 10:00° 12:00 14:00 16:00° 18:00° 20:00 22:00

Elevator Control Module

1. Support batch elevator control parameter setting for personnel, no need one-by-one editing.

Visitor Module

1. Nationalities can be chosen when registering.



ZK Tzza

Entry Registration
Host/Visited * Enter the Query Condil Q Visit Department * Wisit Reason® Wisit
Certificate Type* (] Certificate Number® Entrance* server
First Name™ Last Name Gender
Company Mobile Phone License Flate
Card Number Visitor Count* 1 Carrying Goods
Nationality * |
Visitor Level Start Time 2016-12-30 16:08:49 End Time 2016-12-30 23:58:50

Portrait Certificate Photo

Captured Photo m

saveandNew lf Ok [ Concel |

2. Password verification mode is added in visitor information interface.

W] S IS Y iai L 1 Ut

[[] Automatic Sign Out  Set Automatic Sign Out Place

@ Basic Management = A\ Visitors exiting will be automatically checked out(performed once alf hour).
[[]Sign Out Expired Visitors
A\ Overthe v but not manually e visitors, will autom:
Device Debugging Permission
() Without Permission
Print Settings () Whether to Issue Card

Visitor Levels R -
(®) Password is Reguired

Entry Place Camera Mode

(") Safe Mode: the registration page is closed off the camera, each registration should be allowed

Visit Reason

Fast Mode: after allowing a camera, always open the camera, when the browser is closed
Select the Required

[ HostVisited

Visit Department

The Visitor List the Recipient Mailbox

The Visitor List Mailing Time |15 |»| : (30 [v]
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Entry Registration

Host/Visited * Enter the Query Condil Q, Visit Department * Visit Reason” Wisit
Certificate Type* D Certificate Number* Entrance® server
First Name™ Last Name Gender —
Company Mobile Phone License Plate
Password | Visitor Count” 1 Carrying Goods

onalr
Visitor Level Start Time 2016-12-30 16:11:02 End Time 2016-12-30 23:59:59

Portrait Certificate Photo

Caplured Photo

oo o oo ] |

3. Graph reports added in the visitor module to see the statistics more clearly.

Visitor Welcome, admin ® @ @ @ C)

E Registration ~
. ) The visitor flow diagram The registration point flow chart
Reservation
5
Basic Management
4
Reports 3
Last Visited Location 4 2
Visitor History Record 1

0:00 300 6:00 900 12:00 1500 1800 21:00

The last 12 months visiting volume trend chart*' Respondent TOP 5

Visitors Quantity Statistics: @Check-In Today:0 «Check-Out Today:0 @Not Check-Out Today:0 View the Details

4. Timed send the daily visitor report to the specified people.



Visitor

Registration Exit Registration
[w] Open the Visitor Exit Function

Reservation [] Automatic Sign Out  Set Automatic Sign Out Place

A\ Visitors exited from the set reader, will be automatically checked out{perform every half hour)

) []Sign Out Expired Visitors
Basic Management

A\ The invalid Visitors that having not been checked out manually, will automafically be checked out(performed every @
Permission
() Without Permission
Device Debugging (@) Whether to Issue Card

() Fingerprint Registration is Required
Print Settings
g () Password is Required

Visitor Levels Camera Mode

() Safe Mode: the registration page is closed off the camera, each should be all d

Entry Place (@) Fast Mode: after allowing a camera, always open the camera, when the browser is closed

Visit Reason Select the Required Field
[ Host/Visited
[/] Visit Department

The Visitor List the Recipient Mailbox
Send the visitors information during the day by email. Sending Time: 15 : 30

| |®®

Guard Patrol Module

1. Guard Patrol Module is new added. Users may set access control readers as checkpoints. Patrol mission is
finished upon successful verifications. Users may choose to control locks or just deploy locks as checkpoints.

Tm Patrol weicome, aamn () (1) @) @ ()

Operation Wizard

-y
-

c j |
\ Patrol Management |

2.1 Patrol Plan

—————————— 22PakiciGroup @
@ Basic Management

, 1.1 Device Management
) 1.2 Patrol CheckPoint Management Route Monitoring

J
3.1 Patrol Monitoring

Route Montoring
| Basic Management
% Patrol Management

o

=] Reports




IUTEWER , fARSE .
R4 System

B T/EER ( dashboard ) FHEEIRSIT ;

Graph Statistics added in Dashboard in front page

2, I8, BEERPATIRER | BRFM PRS- R BESU RIS

Multi-select of the types of event in search criteria is enabled in access control and elevator control module

reports
3. SIESHE https il TeAEEZEERTATLUSEER HTTPS | IEIRE | IMSSEIHAIERSS , PUSH 1254581/ alfRSS
EREREE(EA HTTPS, JFE : HFNRERE InBio Pro STHHEIT HTTPS tHMIENIRSSES | WIRIRSZ e LN

HTTPS , M RBEHZNSZIF HTTPS AUREIARER -

Https protocol is now supported. Https is now enabled in installation. If https is selected, browser access, Push
controller access require https. Only InBio Pro support connection to server via https protocol. When server is

installed as https, only hardware devices which support https are accepted.

4, HIERTEAN LED F , B F EEALIEEN ERAFRFENER

Software is now connectible to LED screen. Information display on screen is now customizable.

E&H5E Firmware Transformation :
1, HWRECEIETE=HINEERAUEHIZEE S © InBio Pro Series. EUFARAS S 1 ***+*+x* | 1979378F PUSH 1Y

AOFHER

Newly added functions only support the InBio Pro series controller on ZMM?200 platform (kernel ZMM?220) with
the upgraded firmware. Old ZEM560 platform controller cannot be upgraded to the new firmware..

Note: How to verify whether the platform is zmm200?

Win+R open the ‘Run’ window



Telnet 192.168.5.201

Jelcome to Linux (ZMM22G> for MIPS

ernel 3.8.8 on an MIPS
none? login:

Personnel Module
1. Personnel Module Department List optimized, faster display of department lists, supports up to 2,000
departments.

2, Supports multi cards for one person (only when using the above mentioned firmware).

3., Flexible format supported and longer card number (only when using the above mentioned firmware).

( 1) The supported original card number is expanded from 32 bits to 66 bits, and is customizable to support up
to 128bits with better support of HID and Desfire cards.

( 2 ) The new controller firmware supports site code independent setting. Customers may choose whether site
code needs to be verified in firmware.

( 3 ) Support Wiegand card format testing function, customers may analyze cards with abnormality.
( 4 ) Side code has been removed from personnel edit to card format.

( 5 ) Both decimal and hexadecimal format display are enabled.
4, Supports connection with SLK20R anti-spoof fingerprint reader.

5. Supports registration of finger vein module via finger vein reader FVS1000, and synchronization of standalone

device and module.

Access Control Module



1. Supports flexible verification mode setting for different persons, time and durations (There is a slight difference

between RS485 and Wiegand readers,please refer to user manual) (only when using the above mentioned

firmware).
2, Exit button and auxiliary input can be controlled by time durations, and can be set as “enabled” or “disabled”

in the time duration (only when using the above mentioned firmware).

3. Lock and unlock functions are added. No verification and access is allowed after lock function is enabled.

4. Repaired bugs regarding the loss of fingerprint data during the re-registration of a certain fingerprint of a person.
5. Only superusers are allowed to switch always-open and always closed functions with consecutive 5 swiping of

card (only when using the above mentioned firmware).

6. Global anti-passback and interlock functions are added in linkage conditions.

7. added “device” in the search criteria when checking reports by doors.

8. Added access control zone and zone name in the last access location in reports.

9. Support batch access control parameter setting for personnel,no need one-by-one editing.

Elevator Control Module

1, Support batch elevator control parameter setting for personnel,no need one-by-one editing.

Visitor Module

1. Nationalities can be chosen when registration.

2. Password verification mode is added in visitor information interface.

3, Timed send the daily visitor report to the specified people.



Guard Patrol Module

1. Guard Patrol Module is added. Users may set access control readers as checkpoints. Patrol mission is finished

upon successful verifications. Users may choose to control locks or just deploy locks as checkpoints.

2017.1.23



