ZK [=z3

ZKBioSecurity 3.1.5.0_R
Changelog

Version Change Info:

Previous Version: ZKBioSecurity 3.1.0.0_R

Current Version: ZKBioSecurity 3.1.5.0_R
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NOTE:

In order to provide better products and services to our partners and users, we have decided to stop
activating the old version of 3.0.5.0 from December 1,2018. Please advise customers to use the latest

version of the software in their new project.
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Newly developed ZKBioSecurity Mobile APP 2.0 version, including more modules, like access
control/visitor management/parking/T&A(Self-login).

Newly added more APl interfaces in different modules, including Elevator, Visitor, Parking, T&A.
Supports visible light facial recognition device FaceDepot-7A in Access Control module.

Upgraded Green Label Standalone device firmware supports more functions such as advanced
access control, remote registration, etc.

Supports configure standalone device as the reader of the controller.
Supports customize the icons for turnstiles in real-time monitoring page.

Supports LCD screen to show personnel entry and exit information when integrated with turnstiles
in the lobby.

Supports personnel number occupancy control in Who is inside.
Supports Desfire card control feature for Access Control module.
Newly added more advance features for visitor management module.

Supports Desko PENTA scanner, can be used with Acuant OCR to support recognition of identity
documents such as ID cards, passports, driver licenses, visas, etc. from over 190 countries and all 50
US states.

Supports FD1043V/FD1032V/FD1032H/FD1021H (android smart device with different size screen
and visible light facial recognition) in T&A module.

Supports approval flow management feature for T&RA module.
Supports the new rule that a parking space can be bundled with multiple license plates.

Supports ZKTeco new series of IP camera, DVR and NVR, please refer to the Hardware Suggestion
List for more details.

Support to configure the LED display types based on different countries for Parking module.
Supports LED template setup for LED integration.

Improved the layout of the license page, supports checking the remaining points and expiration
dates of the license.

Supports Oracle database 12c.
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% Improved security levels for software and firmware.

7

% Reduce the size of the installation package to around 450 MB.

2. Function Updates Details

2.1 Platform

1. Optimized the installation package compression method, reduce the size of the installation
package to around 450MB.

2. Added modules or features license expiration reminder on the login page, if there are any modules
or features that the license expires within 7 days will display a reminder message informing the
user to update the license, also you can click“view license details"to check which module or feature
will expire soon. Improved the layout of the license page, supports checking the remaining points
and expiration dates of the license.

ZKBioSecurity

User Login

Username

|

‘? Login ‘ ~) Fingerprint ‘
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Advanced Access
|| 2

Active Directory

ARTECO
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LED
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Mobile APP

Personnel

Department

Status

Activated
Activated
Activated
Activated
Activated
Activated
Activated
Activated
Activated
Activated
Activated

Available/Total Points
<

o

o

S/5Points.
S/5Points.
5/5Paints.
5/5Paints.
S/SPoints.
S/SPoints.
30000Points
1000Points

Expiration Date
2018-02-05
2018-02-05
2018-02-05
2018-02-05
2018-02-05
2018-02-05
2018-02-05
2018-02-05
2018-02-05
Permanent

Permanent
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Close

Added software version and database version to the backup database file name (including manual

and auto back up database file).

|| db_20180810180000_3.1.5.0_R_3.1.5.0.psq|
|| db_20180813115936_3.1.5.0_R_3.1.5.0.psq|

2018/8/10 18:00
2018/8/13 11:59

PSQL
PSQL

Fix the issue that software cannot run normally when some system files lost caused by server

abnormal power off or some special situation.

Enhance the stability of redis service.

Supports Oracle database 12c.

2.2 Personnel

1.

Fix the issue that cannot switch the access levels or elevator levels of the department when you

adjust the personnel to different department.
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Selected Person® 2233

Whether to switch to the levels of the
department

2. Supports batch import and export personnel photos.

(1) Export Personnel Photo, supports exporting all the personnel photos or you can select the start ID
and end ID to export the personnel photos. The exported photos will be named with personnel ID
and saved as tar/zip/7z format.

The File Type TAR

Export Mode (® All photos (select all people)

() Select the start ID and end 1D to export the personnel photo
From 1D 1 To 100

Cancel

(2) Import Personnel Photo, you can select the personnel photos which you want to import and please
note that the imported photos must be named by personnel ID and the supported photo formats
are JPG, JPEG, GIF, PNG, etc.
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Import Person Photo

Photo Quality (®0riginal (D) Adaptive (Size 120 * 140)

[ad | Please Select Photo

(Please do not delete photo while uploading)

Sauposs

Newly added automatic increment of personnel ID feature, when user adds the personnel, the
personnel ID is automatically created and auto-fill by the software based on the last personnel ID
which you added before, it is more convenient for the users to input the personnel information.
Also, you can enable or disable this feature in parameter settings. At present, “the personnel ID
supports the letter”and “personnel ID automatic increment function”cannot be used at the same
time.

l Personnel = Parsonnal 1D Setting
' The Maximum Length:
Person e Maximum Leng E
Support Letters: () Yes ® No
Department | Personnal ID Auto-increment: @) Yes ) No I
Paosition
Card Setting
Dismissed Personnel ) . —
The Maximum Length: Bits(Binary)
Temporary Personnel Card Farmat Display: (® Decimal () Hexadecimal
Multiple Cards per Person: () Yes ® No
Custom Attributes
Dismissed Personnel
issed emnloves? (@) Ves (LN
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Personnel ID* | Department” General

First Name Last Name l:l |
Gender Password l:l : 2 /
Cerlificate Type Certificate Number I:I | l

Social Security Number Mobile Phone I:l
Reservation Code 123456 Birthday I:l (Optimal Size 1207140).
e R —

I

Biclogical Template Quantity &0

Access Contral Time Aitendance Elevator Control FPlate Reqgister Personnel Detail
in

4. Newly added position management feature in personnel module, after you configure the position,
you can select the position on the add/edit personnel page, and the position is used for the flow
management in time and attendance module, for example, if an employee applies for a business
trip, the manager can approve or reject this apply by Person Self-Login.

(1) Position configuration.

& ] / b= == (AL "
L e - [ e

The current query conditions: None

Person
G G
Department.

4 [77 General Manager

] Position Number Paosition Name Parent Position Number Parent Position ‘Operations
4 7 Technical Support Manager
[ Technical S o O 1 General Manager Edit Delete
echnical Suppor
Bl ey [ Product Manager | Development Manager 1 General Manager Edit Delete
Custom Attributes 4 77 Development Manager O 3 Developer 2 Development Manager  Edit Delete
Parameters D Developer O 4 Product Manager 1 General Manager Edit Delete
0 s Technical Support Manage 1 General Manager Edit Delete
[ Technical Support 6 Technical Support Manage Edit Delete

(2) Select the position for personnel.

Page | 6



Personnel ID*

First Name
Gender

Certificate Type

Department®
Last Name
Password

Certificate Numbar

Social Security Number Mobile Phone:
Reservation Code 123456 Birthday
Pasition E} I Cyrd Number
Biological Template Quantity \%‘

Access Control

Levels Seftings
[/] Master

4 ) 7 General Manager

4 ([~ Technical Support Man;
1 [] Technical Support
0[] Product Manager

4 (177 Development Manager

1 [ Developer

>

Plate Register
er
Pperation Role

{P ssage

[1]

lifl Time

[ ]
=

Personnel Detail

oo M
O
O
O

(Cptimal Size 120*140).

EXT T

(3) Configure the node setting with position in T&A module.

| Node Type™ Assign a position

NodeNumber*

NodeName™

Suggest starting with N, su
Suggest starting with a pos

I Select a position”

General Manager || |

EXm B BT

ZK Tzca

5. Newly added employee dismission feature. After the employee quit his job you can mark as
dismission and this employee will move to the dimission personnel list, it is convenient for the users
to check the history, also you can select the dismission personnel and do the reinstatement
operation. In addition, forthe dismission employees, we can choose whether to keep the

personnel ID.

(1) Select the personnel and mark as dismissal.
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* Personnel

Person

Department

Position

Dismissed Parsonnel
Temporary Personnel
Custom Attributes

Parameters.

(2) Support reinstatement function.

* Personnel

Person

Temporary Personnel
Custom Altributes

Parameters.

* Personnel

Person
Department
Position

Dismissed Personnel

Temporary Personnel

Customn Attributes

Parameters

Department Name Personnel ID First Name Last Name morer Q. (&
The current query conditions: Nene
(v Refresh N [E) Adjust Depariment g Change Position > Delete [ Export v [¥ Import v (5 Statistics
4 2> General(5) [  PersomnellD  First Name Last Name Depariment Name ~ Card Number  Biological Template Quantity Status.
[7] Marketing Department(0)
[ Development Department(0) CN] sean €2 @° g@o fo (D
[ Financial Department(0) o 4 leohaveaveryverylong General @0 @1 fo Normal
[ Hotel(D) o 3 Minne General 3896753 @o @o fo Normal
o 2 Micky General 4333570 g0 @o fo Normal
o 1 Jerry General 12560416 go @1 fo Normal
Pesomnelip [ | Fstrame Department Dismissal Type vorey Q. (®)
The current query conditions: None
(O Refresh (i Delete
[  Personnel D First Name Last Name Department Hire Date Dismissal Date Dismissal Type  Dismissal Reason Operations
o s Jean General 2018-08-17 Resignation m

Personnel ID Setting

The Maximum Length:

B ]

Support Letters: () Yes (® Mo

Personnel 1D Auto-increment: () Yes (O No

Card Setting

The Waximum Length:

Bits(Binary)

Card Format Display: (#) Decimal () Hexadecimal

Multiple Cards per Person: () Yes (® No

Dismissed Personnel

Keep the personnel id for the dismissed employee?: @) Yes

Newly added temporary personnel

Temporary Personngl

Review.(®) Yes

review and delete function,

ZK Tzco

which work with

FD1043V/FD1032V/FD1032H/FD1021H (android smart device with big screen and visible light
facial recognition) in T&A module. Support to configure the QR code address in the device,
employees can scan the QR code through the mobile phone to complete the registration and the
administrator can review the person in this page.
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wetcome, aamn - (@) ) @) @ ()

Authorized Company: ZKTeco!

1 Personnel [l FesonvelD [ | FastName Q ®

The current query conditions: None
Person

(¥ Refresh R Review ff}* Delete

Department

[] PersonnellD  First Name Last Name Photo Operations

Position
Dimission Personnel
O 123 Eve cal Delete

Custom Atiributes

Parameters

[ Card Management

=31 AD Management ©) 1€ ¢ 1-1 5 3 S0rowsperpage v JumpTo 1 /1Page Total of 1 records

7. Wiegand format supports one format multiple site codes. Supports byte-reversed and bit-reversed
for reading the correct card number.

(1) Support the same Wiegand format to set different site codes in order to read the corresponding
card number. For example, Wiegand 26 can be set as different site code to support automatic
matching, which requires consistent the Wiegand format setting:

{3 Personnel @ (v Retresn [ ® New [} Delete [/ Card Formats Testing
[ —— 0 Name 7 Mode Ste Code Adto Operations
[ Wiegand Formates Mode One 0 Yes Edi
Card [ Wiegand Formatsg Mode One 0 Yes Edt
[ Wiegand Formaia7a Mode One 0 No E£di
Issued Card Record D wegang Fomagy Adce re G W Eat
[ Wisgand Formaids Mode One 0 Yes Edt
[ Wiegand Formar4a Mode One 0 No Edt
[ Wiegand Formaia4 Mode One 0 Yes Edi
O Wiecand Format26a-1 Moge One 2 No Edit Delete
[0 Wiegand Format26a Mode One 1 No Edit
O Wiegand Format2s Moge One 0 Yes Edit

2.3 Access Control

1. Support visible light facial recognition device FaceDepot-7A. The current firmware supports simple
access control functions and does not support advanced access control functions.
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2. Newly added server address and port auto-fill feature and server address automatic check feature.
(1) When you add new device will auto-fill the current server address and port by default.

(2) Ifthe userinputa new server address that is the same as the device IP address, a reminder will pop
up informing the user that the server address cannot be the same as the device IP address.

| Device Name® 19216821111

MNew Server Address® (®IP Address ()Domain Address
182 188 .211 .11

New Server Port* 8080 The new server address
can not be the same as the
Communication Passward device P address

Area” Area Name -

Add to Level
Clear Data in the Device when Adding

A\ [Clear Data in the Device when Adding] will delete data in the device (except event
record), please use with caution!

e )0 e ]

3. Supports added personnel to different area in Who Is Inside feature.
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© Query (3 Department

EP—— — @

FarsDnneHD“ | Furstwam=| ‘ Last Hame

Cardumber | | wee Q)

The current query conditions: None

Alternative

Personnel  First Last card Gender  Department Name
D

ame Hame Humber
1 dermy 12560416 — General

2 Micky 4383570 Female  General

(© ¢ 1-2 . . S0rowsperpage -  Totalof2records

Selected(0)

Personnel  First Last card Gender  Department Name
D Name Name Number

4. Supports customize the icons for turnstiles in real-time monitoring page.

ZK Tzca

(1) You can select the icon type when you add/edit device. There are three types you can select: door,

parking barrier, flap barrier.

Device Name”
Caommunication Type™
IP Address®
Caommunication port®

Communication Password

Control Panel Type Door

Parking Barrier
Arez® Flap Barrier

Add to Level —

Clear Data in the Device ]
when Adding

Monitoring

A\ [Clear Data in the Device when Adding] will delete data in the device
(except event record), please use with caution!

Alarm Mor

EXTm R T

(2) The real-time monitoring page displays different device icons according to the icon type you
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selected when you added the device.
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E Access Device Status —mmnoenes Device Name

Device

Door

-
s Fe k8 I8 I8 |

182.163.218 192.163.218 192.163.213 192.163.218 182.163.213

Awdliary Input 1971 197-2 197-3 197-4 111
Awcaliary Output
BT Current Total:5 @0Online:s @Disableld @Ofine:d @Unknown:0

Daylight Saving Time

Real-Time Events

Device Monitoring

Door Auxiliary Input Auxiliary Output Elavator

All Doors: E-—| Remote Opening H Remote Closing iC¥ Cancel Alarm & Activate Lockd

Time Area Device Event Point

Everl

5. Newly added LCD Real-Time Monitoring feature.

(1) Added LCD Real-Time Monitoring option. This new feature is controlled only when the software is

licensed.

E Access Devica Aea | | staws [— v DedeName | | SeralMumber | | ®

Door Auxiliary Input Ausiliary Output Elevator

Device
Door

Reader
Auwiliary Input
Auwsiliary Output

Event Type

Current Total:14 ©Online:12 Disable:0 @Ofine:2 @ Unknown:0 DoorName |

Daylight Saving Time ——

Leveetoniomg Time Area Device Event Point Event Description CardNumber  Person Reader Name

Re

Alarm Monitoring

Map

AllDoors: [7] Remote Opening [ | Remote Closing %3¢ Cancel Alamm €3 Activate Lockdown @ Deactivate Lockdown = Remote Normally Open |3 LCD Real-Time Monitoring | =

i E - - - - - - - - - - -

il mp e e L= e e e ! ! g ! | ‘I] -]

192.168.214 102.168.214 192.165.214 192.168.214 192.168.214 192.168.214 192.163.214 102166214 192.168.214 192168214 192.163.214 102168214 192.168.214 192.168214
791 792 2491 2492 2493 2494 1671 1672 2481 2482 283 2424 774 772

Verification Mode

(2) Clickthe LCD Real-Time Monitoring option will open a separate monitoring page. Supports viewing

the current and previous personnel entry or exit information on the LCD screen.
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LCD Real-Time Monitoring

Time 2018-01-29 19:04:58

Event .
Description NNormal Verify Open

Event Point 192.168.218.197-1

Personnel ID 1 1 9 - 06 Monday
Name  Lucy Liu - AT 01/29/2018

Department Marketing Department

Card
Number

1126612

2 3 4 5 6
Aimee Brook Ballard Turner Balfou Cook Alisa Baker Amanda Wang
Marketing Department Marketing Department i i i

6. Optimize the classification and layout of the access control device operation interface.
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(> Refresh  [# Hew (i Delete [# Export Q Search Device | 2 Device Control = {63 Setup - [|g View and Get device nfo ~ @ Communication ~

723 Clear Administrator permission

[ Device Name SerialNumber  AreaMame  Commi RS485 Status  Device Register  Firmware Version Operations
Type | 1. Upgrade Firmware Parameter Model device
Rebuot Devica
B 192168213175 3635164300001 ArsaMams  HTTP | fd Synchronize Time Onine  ACP o ACVer 57.7.3033Nov 212017 Edit Delste
\/ Enable

Q) Disable

?; Synchranize All Data to Devices

(" Refresh [@ New [f} Delste [ Expot (Q SearchDevice 2 Device Control ~| 8% Setup = [Q] View and Get device Info ~ Communication ~
[ Set Bg-Verification Options

[[]  Device Name Serial Number  Area Name Communice  Network Register  Firmware Version Operations
Type Connection [ Set Device Time Zone device
Hode: [y Set as Registration Device
B 182168213175 3635164800001 AreaName  HTTP Wired 1 (3% Set Dayight Saving Time ° AC Ver 5.7.7.3033 Nov 21 2017 Edit Delete

3F Modify the Fingerprint Identification Threshold
2% Set Device IVOut State

(> Refresh  [@ New [ Delete [4 Expot Q SearchDevice 2 Device Control ~ {83 Setup | [Q] View and Getdevicelnfo ~ | @ Communication ~
¥ Gel Device Option

[  Device Name SerialNumber  AreaMame  Communicz Network IP Address ice Regster  Frmware Version Operations
Tyne Connection &. Get Personnel Information oy device
Wode ] Get Transactions.
=y .
B 192168213175 3635164800001 AreaName  HTTP Wired 192.168213.175 | View Rules ofDevices ) ACVer 5.7.7.3033 Nov 212017 Edit Delete

£ View Device Capacity

(> Refresh  [@ New [ Delete [ Export Q SearchDevice [ Device Control ~ {83 Setup ~ [Q] View and Getdevicelnfo + & Communication ~
< Modify IP Address

D Device Name Serial Number Arga Name Communice Metwork IP Address. RS5485 Status. Dr 5 Operations.
Type Connection Parameter Moc i€ Modify Communication Password
Wode 2 Modify RS485 Address
=] 192168213175 3635164800001 Area Hame HTTP Wired 192.168.213.175 Onine  AGP “& Switch Network Connection W 212017 Edit Delete.

7. Newly added Event ID in all the access control reports. It is convenient for users to check the issues
directly through the event ID, while supporting the query by Event ID.

Advanced Functions EventlD  Time Device Name  Event Paint Event Description MediaFile PersonnelID  First Name Last Name Card Number
E 2018-01-30 03:43:17  192.168.218.187 Connected to the server
74 2018-01-30 08:20:60  192.168.218.111 102.168.218.111-1 Device Started
75 2018-01-30 08:29':59  192.168.218.111 192168.218.111-1 Tamper alarm
Events From Today 282 2018-01-2021:06:66  162.168.218.167 Can not connest to server
Last Known Pasition -1 2018-01-29 19:48:12  192.168.218.111 Disconnacted
e 281 2018-01-20 19.04:58  162.168.218.167 102.168.218.197-1 Normal Verity Open 1 Lucy Liu 1126612
280 2018-01-29 19:04:56 192.168.218.187 192.168.218.197-1 Normal Verify Opan 1 Lucy Liu 1126612
Access Rights By Door
219 2018-01-20 19:04:54  162.168.218.167 102.168.218.197-1 Normal Verity Open 1 Lucy Liu 1126612
pecessRiohisibesome) 278 2018-01-29 19:03:58  192.168.218.167 192.168.218.197-1 Unregistered Personnel 1 Lucy Liu 1126612
277 2018-01-29 19:03:54 192.168.218.187 192.168.218.197-1 Unregistered Personnel 1 Lucy Liu 1126612
278 2018-01-20 19:03:62  192.168.218.167 102.162.218.197-1 Unregistered Personnel 1 Lucy Liu 1126612
275 2018-01-29 19:02:41  192.168.218.187 192.168.218.197-1 Normal Verify Open 1 Lucy Liu 1126612
278 2018-01-20 19:02:38  192.168.218.167 102.168.218.197-1 Normal Verify Open 1 Lucy Liu 1126612
ﬂ 2018-01-29 19:02:35 192.168.218.187 192.168.218.197-1 Normal Verify Open 1 Lucy Liu 1126612

8. Supports configured the standalone device as the reader of the controller. Users can set standalone
device as Wiegand Reader by edit the device, then all the data will be automatically sent to the
standalone reader, users do not need to manually synchronize data to the device like before.
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Device Name* 192.168.218.11

Communication Type* TCPIIP | RS485 & HTTP
Serial Numoer* 3542160800050

1P Address” 192 168 .218 . 111

Communication port” 8088

Icon Type* [ParngBamer v
Control Panel Type Standalone Device v
Area® |Area Name [-]
Set Wiegand Reader 192.168.218.197-1-In ®

9. Supports more advanced features.

(1) Support personnel number occupancy control in'Who is inside’function.

Support control the maximum person number or minimum person number or both inside the zone.

Name®

Zong*

Maximum capacity
Minimum capacity

D
Door

Reader

Auxiliary Input
Auliary Output

Event Type
Daylight Saving Time:
Device Monitoring

Ti

n Monitoring

Advanced Funch

Area Satus | —— =] Devics Hame | | seriaitumber | ] ®

Door Audiliry Input Auxdiary Output Elevator

AllDoors: [ Remote Opening [1] Remote Closing 13 CancelAlarm &R Activate Lockdown (G- Deactwvate Lockdown £ Remote Normally Open & Personneln/OutBoard = More ~

192.168.213 192.168.213 192.168.213 192.168.213

1751 1752 1753 175-4

Current Total4 @0nine:4 o Disable:t @Offine:0 @Unknown:0 DoorMame| |
Real-Time Events

Time Area Device Event Point Event Description Card Number Person Reader Name Verification Mode
2016-08-0009:49:55  Area Name 192.185.213,175(3635164500001; 162.168.213.175-1 4383570 20Micky) 182.188213.475-14n Only Card  3-denied
2018-08-09 08:49:50  Area Name 192.168.213.175(3835184300001; 192.168.213.175-1  Background Verify Success 12560418 1(Jerry) 182.168.213.175-11n Only Card  2-pass
2018-08-09 03:49:42  Area Name 192.188.213.175(3835184300001; 192.188.213.175-1  Background Verify Success 3896753 3(Minne) 192.188.213.175-1-In_ Only Card l-pass

Total Received:3 GHormal2 & Exception:1 @Alarm:0 Clear Dafs Rows Event Description | Event Reminder Sounds [Show Phatos [V
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10. Supports more functions for green label access control Standalone device.

1) Supports remotely enroll the personnel fingerprint and finger vein.

Fingerprint Finger YVein

(OFingerprint Scanner ® Online registration

1e2188213120 [ (TN

Wh s =

ZS

2) Add enroller role for personnel.

reame oearere o~

\.

First Name Last Name
e L
Gender - r Password \\ )
Certificate Type [In] v | [Ea Ceriificate Number j f/
— B
Social Security Number Iaobile Phone r A
Reservation Code 123456 Birthday (Cptimal Size
Position Card Number s 1200140)
g . capre
Biclogical Template e 0 g 1} Hire Date
Quantity
Access Conftrol Time Attendance Elevator Control Plate Reqgister Persannel Detail
Levels Settings Add Superuser Mo v
I Master Check Al Device Operation Role Ordinary User L4
& A Clzar All
Delay Fassage Ordinary User

= Administrator
isavied T
Enraller
Set Valid Time

3) Add Clear Administrator option for Green label access control device.
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El Access Device

Door
Reader
Auxiliary Input
Ailiary Output

Event Type

ZK Tzca

Device Name | | Serial Number |

| 1P Address |

| moer Q ®

The current query conditions: None

o Device Name Serial Number  Area Name
o 192.168.213171 3635164500001 Area Name
o 182168213120  ODG611006610 Area Name:
2 182.168.213.170 3545160300007 Area Name

I £ Clear Administrator permission I

[of
Type

HTTP
HTTP
HTTP

1, Uporade Firmware:

Reboot Device

Synchronize Time

+/ Enable

@ Disable

¥ Synchronize Al Data to Devices

4) Optimized Registration device function.

25
imeter

(+ Refresh [® New [ Delete [ Export Q SearchDevice 2 Device Control = {8} Setup - [Q View and Getdevice Info ~ & Communication =

Status  Device
Model

Ofiine  ACP )
Ofiine  ProCapture- @

Online  ProFAC o

AC Ver 5.7.7.3033 Nov 21 2017

Operations.

Edit Delete
Edit Delate

Edit Delete

5) Support Anti-Passback between Green label access control device and Weigand reader.

oup

yening Door

Device Mame*

Anti-Passback Rule*

|ProFAC

Anti-Passhack Cut
Anti-Passhack In
Anti-Passback InfOut

7) Support Https communication protocol.

8) Support different time zone and daylight-saving time function.

9) Support Background verification.
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| — |
®The devices which have disabled background verif[cau'onl ProFAC |

-| Set Bg-Verification Oplions

Background verification | Enable r |

If the device is offine Standard Access Lev v

Total Progress

I |
Son

10) Support ADMS option use domain mode.

11) Support multiple people open doors (with multiple people open doors interval) and first

person normally open.
12) Support long name function.

13) Support Duress triggering condition setting.

Linkage Name™ | A Device® ProFAC

Linkage Trigger Conditions*® | Add Check All Clear All Input Point*
[# Duress Cpen Alarm 1 Any

[ 1921682131701

14)  Support Wiegand card format with site code function, one people use multiple cards.
15) Set verification mode for different people at different time zone.
16) Access Time zone ID can support 2~9999.

Note:

About the GL standalone device old firmware upgrade to this new firmware:

1) If the firmware version is Ver 8.0.3.6 or above, we can upgrade directly through USB upgrade.

Please contact our technical support to get the upgrade file.

2) If the firmware version is lower than Ver 8.0.3.6, we can not upgrade directly and need to re-
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write the core board image. Please contact our sales staff.

11. Supports Desfire card control feature. For this function, you need to purchase the following device

and apply for a special card control license of ZKBioSecurity.

Device Type Device Name Firmware Version
AC Ver 5.7.7.3033 Apr 2
Controller InBio Pro Series (160/260/460) 2018

inPulse/inPulse+/ProBio/ProCapture-
Standalone Device T/ProRF-T/ProFAC/ProCapture- Ver8.04.2
X/ProCapture-WP

Card Encoder CR Pro-D /

ProlD20 BD HS (Without Keypad)
Card Reader /
ProlD30 BD HS (With Keypad)

Desfire Card D81(8K) /

Note: Desfire card control is an optional function, if you want to support this function,

please inform in advance when purchasing the device.

24 \Visitor Management

1. Supports Desko PENTA scanner, can be used with Acuant OCR to support recognition of identity
documents such as ID cards, passports, driver licenses, visas, etc. from over 190 countries and all 50
US states, and auto-fill the personnel information to ZKBioSecurity Visitor, Personnel and Hotel
modules.

Page |19



Ecd

2. Updated the visitor permission setting. Supports multiple verification methods, but please note
that“should issue card”or “scan code is required” cannot be selected at the same time.

Registration : Commen Parameter Option

Carrying Geods Capture

2] Reservation [] Carrying Goods Capture Pheto
Exit Registration
dc’ Basic Management : Open the Visitor Exit Function

[C) Automatic Sign Out  Set Automatic Sign Out Place

P. A\ Visitors exited from the set reader, will be automatically checked out.

[] Sign Out Expired Visitors

A\ Invalid Visitors that have not been checked out manually, will automatically be checked out(performed every minutes)

Device Debugging

Print Sattings. Permission
(O Without Permission
(®) Permission is Required
Should Issue Card? [] Password is Required [ Fingerprint Registration is Required [ Scan Code is Required

Select the Required Field
Visited Department Levels Host\Visited

Visitor Levels

Host Levels

Entry Place Visited Department

Visitor Vehicle Authorization Mode
Visit Reason (® Temporary Vehicle () Whitelist

3. Newly added custom attributes feature. Users can add new custom attributes in entry registration
and exit registration page.

Attribute Name* Vehicle Type
Input Type* Pull-cown List

Attribute Value™ Ford;Mazda;Benz; Tayot
Hondz:AUTEOters
Using a " ;' delimiter.

Eniry P Row* 1

Column® 1

Display page * I [WIRenistration  [W]Exit Registration

I T
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Entry Registration

HostVisited * Enter the Query Condil Q Visit Depantment * Visit Reason” Visit

Certiicate Typs* | ID Certificate No.* Entrance’ server
First Name™ Last Name Gender
Company Mobile Phone License Plate

Nationality Visitor Quantity* 1 Garrying Goods
Permission

Visitor Level Stant Time 2018-01-24 17:42:38 End Time 2016-01-24 235859

Card Number

Witnesses photographed Personnel Detail
venicle Type

4. Updated visitor auto exit feature, if we enable this feature, visitors can be checked out within 5

minutes.

-L‘ Registration Common Parameter Option
Aricle Capture
Reservation [] Take pictures on your belongings
Exit Registration
g}o Basic Management : Open the Visitor Exit Function
] Automatic Sign Out  Set Automatic Sign Qut Place

A\ Visitors exited from the set reader, will be automatically checked out.

[ Sign Cut Expired Visitors

Parar

5. On the visitor registration page, the visitor level support sorting according to the level names,
sorting rules: numbers>uppercase letters>lowercase letters. The registrar can choose the access

levels for visitors more quickly.
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Entry Regisrafion

Host/Visited Enter the Query Condit Q Visit Department ™ Visit Reason™

Certificate Type® D Certificate No.* I:l Entrance® server
First Name* Last Name l:l Gender

<
g

I

Mationality Visitor Quantity™ :| Carrying Goods

Visitor Level Start Time 2018-01-19 15:38:38 End Time 2018-01-19 23.58:50
Card Number Clear |OK

17 1{Access)
Witnesses photog| [ [ a(Access)

[1[7) Master(Access) No camera connected. N Mo camera connected

1[0 afAccess)

] Select Al

Captured Photo Cerlificate Photo

EET T BT

Newly added entry registration and exit registration floating window, you can drag this
floating window to anywhere even when you are checking other modules. If you don't need this
feature, you can click the "Close" button, you can also disable or enable this feature in the

parameters setting. Itis a shortcut button, very convenient for the registrar to register or sign out
the visitors.

E Registration = First Name

Last Name Certificate No_

The current query conditions: None
Entry Registration
(v Refresh i Delete () Disable . Enable [ Export

[0  Visitor Code First Name Last Name Certificate Type Certificate No. Company

Entry Exit
Reqistration Reqistration
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_ . Visitor Venicle Authorization Mode
ﬂo Bl e Q & Temporary Vehicle Whitelist

Normal Parameter Option

Device Debugging Capture

Caplure the Portrait and Certificate Photo Together
Print Settings & Capture the Fortratt and Certificate Photo Separately
Camera Mode

Safe Mode: the registration page is closed off to the camera, each regisiration should be allowed
Host Levels ®) Fast Mode: after allowing a camera, always open the camera when the browser is closed

Visitor Levels

Floating Window

Visited Department Levels @ Open Floating Window

Entry Place ~ - = =
The Visitor List the Recipient Mailbox
Visit Reason
Send the visitors information during the day by email. Sending Tme: 15 v : 30 v
Custom Attributes ®F

7. Newly added High-speed portable HD doc scanner debug feature in device debugging page.
Supports configuring size and resolution for the scanner. Also, you can click on the small image if
you'd like to view the full size and adjust the scanner camera to capture clear pictures.

%;. Registration
r’
Reservation

Basic Management

Parameters

A For the first time, the scanner must be calibrated; the scanned mage is not clear, and the repair can be at!
Print Settings High-Speed Portable HD Doc Scanner
Visitor Levels Parameters
Host Levels Size Setting ID Card Size v
Resolution 2592*1944 v

Visited Department Levels

Entry Place

Visit Reason

Custom Attributes

8. Supports exporting visitor individual detail information in PDF format.
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Visit Number
First Name
Host First Name
Visit Reason
Enter Time
Exit Time
Carrying Goods In
Start Time

Host Number
Reagistration Operator
Card Number

Remark

Portrait

Certificate Photo

Jet
Nick

Visit

2018-01-29 11:42:29

2018-01-20 14:08:44

Laptop

2018-01-20 11:38:51

1

admin

34123421

180129000002

Carrying Goods Out

Detail Information

Visitor Code
Last Name
Host Last Name
Visit Status
Entrance

Exit Place

200000002

Liu

Tong
Check-Out
server
server

Laptop

End Time 2018-01-29 23:59:59
Company ZKTeco

Exit Operator admin

Nationality Chinese

Enter Photo

Exit Photo

For the visitors capture photos, you can click on the small image to view the full-size photos.

Visit Number

First Name

Host First Name
Visit Reason
Enter Time

Exit Time
Carrying Goods In
Start Time

Host Number
Reqgistration Operator
Card Number

Remark

Portrait

Detail Information
180129000002 Visitor Code
Jet Last Name
Nick Host Last Name
Visit Visit Status
2018-01-29 11:42:29 Entrance
2018-01-29 14:08:44 Exit Place

Laptop

2018-01-29 11:38:51
1

admin

34122421

Carrying Goods Out
End Time

Company

Exit Operator

Nationality

300000002

Liu

Tong

Check-Out

server

server

Laptop

2018-01-29 23:59:59
ZKTeco

admin

Chinese

click on the small image if you'd like to view the full size

i

Certificate Photo

Enter Photo

oot J cose |

Exit Photo
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10. Newly added visitor history information backfill option.

(1) The user can enable or disable the “pop-up window to display the visitor history information”
function. You can also select whether to backfill visitors'fingerprint or photo.

=5 Registration

7-ECB
=\

Common Parameter Option

Carrying Goods Capture
% _| Reservation ving b

Go Basic Management

Exit Registration
Open the Visitor Exit Function

Carrying Goods Capture Photo

] Automatic Sign Out  Set Automatic Sign Out Place
A\ Visitors exited from the set reader, will be automatically checked out.

Device Debugging

Print Setfings

|| Sign Qut Expired Visitors

A\ Invalid Visitors that have not been checked out manually, will automatically be checked out(performed every minutes).
Visitor history information

Open the Pop-Up box to display visitor history information
|| Backfill Visitor Fingerprint
|| Backfill Visitor Photo

Permission

(2) If we enable the pop-up box to display visitor history information, after entering the visitor's
certificate number in the “Entry Registration” page, the software will check whether it is a historical
visitor, and if it is, the visitor history information will pop up and you can select the basic information

and visitor history for auto-fill.

Basic Information:
First Name: b

Certificate Type: ID
Mebile Phone:

Visitor History:
Time

® 2018-09-18 23:10:06.383

Last Name:

Certificate No: 222

HostVisited Visited Department Visit Reason

bb General Visit

(3) If you select ‘Basic Information, then only backfill the visitor’s basic information (not including the
Host/Visited, Visited Department, Visitor Level), if you select 'Visitor History  will backfill all historical
information (Including the Host/Visited, Visit Department, Visitor Level).
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11. Support copy the certificate number as the card number automatically.

ZK Tzca

(1) You can enable or disable “Copy ID Number as Card Number”as the picture show below. After
enable the ID card number will copy automatically as card number use for entry or exit.

2 Registration
=] Reservation

Basic Management

Device Debugging

Print Settings

Visited Depariment Levels

Entry Place

Visitor history information
|# Open the Pop-Up box to display visitor history information
|+ Backiill Visitor Fingerprint
|# Backfill Visitor Photo
Permission
() Without Permission
(® Permission is Required
|+ Should Issue Card || Password is Required || Fingerprint Registration is Required [ | Scan Code is Required

Copy ID Mumber as Card Number Automatically
[+ Copy ID Number as Card Number

Select the Required Field
[#| HostMVisited
|¢| Visited Department
Visitor Vehicle Authorization Mode

(® Temporary Vehicle (O Whitelist

A Invalid Visitors that have not been checked out manually, will automatically be checked out{performed every |30 minutes).

HostMisited * Enter the Query Condi Q Visited Department Visit Reason™ Wisit
Certificate Type™ ID @ Certificate No.” 12334 Entrance® Leo
First Name™ Last Name Gender —
Company Mobile Phone E License Plate
Nationality Visitor Quantity™ 1 Carrying Goods
Permission
Visitor Level Start Time 2018-09-20 11:02:47 End Time 2018-09-20 23:59:59
Card Number
Capture Personnel Detail

A\ Please click "Allow’ button,

s Please click ‘Allow’ button,
access to your USB camera!

access to your USB cameral

12. Support for adding visitor custom attributes and you can also define the custom attributes that
show in the Entry Registration, Exit Registration, Visitor list or in the report page.
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Attribute Name*
Input Type* Pull-down List

Aftribute Value*
Using a ' ;' delimiter.

Row* 1
Column® 2

Fage Display * W Regisiration i« EXIT Regisiraton
[#Visitor
Display in report page* D :

[Sovamiten ] ok ] oo ]

2.5 Time & Attendance

1. Updated T&A Rule Settings.

(1) Search Shift Record, there are two options you can select: ‘Department->Group’ and
‘Group->Department.

[Si] Device @D Basic Rule Sefting Calculation Setting Other Setting
_ Check-in Rule The Earliest Rule
v Basic Information
Check-out Rule The Latest Rule
Holiday Late and Early Leave Counted as Absent No
Search Shift Record Group—>Departmenq
Leave Type
Intelligent Matching Shift Rule Group->Department
Timed Calculation Department-=Group
Automatic Report

(2) New added Days Conversion Rule and Absent Days Conversion Rule. For the Absent Days
Conversion Rule there are two options you can select: Days conversion rule or Calculated as the
work days.
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Basic Rule Setting Calculation Setting Other Setting
Hour Conversion Rule @  Take the result calculated by the formula as the standard:
bormiitioars e RNnutESHcE The remainder is greater than or equal to | 55 Calculated as an hour, oiherwise calculate as half an hour or ignored;
O
The remainder is greater than or equal to| 25 Calculated as half an hour, otherwise ignored;
Days Conversion Rule @  Take the result calculated by the formula as the standard:
Formula : Days = Minutes / Quotient is greater than or equal to the work minutes | 80 %, calculated as one day, otherwise calculat as half-day or ignored;
Number of minutes to work per O
d Quotient is greater than or equal to the work minutes | 20 %, calculated as half-day, otherwise ignored;
ay
I Absent days conversion rule Days Conversion Rule I
Exact digits of the decimal point 1

2. New added Approval Flow Management feature. Administrators can flexibly configure approval
processes for employee attendance exceptions, and employees can submit exception approval
requests through “Person Self-Login’, and approving exception requests submitted by subordinates.

(1) Administrator can set the node of approval flow. For the note type there are two options you can
select: Designated Person and Assign Position.

Node Type™ Designated Person
NodeNumber® It is recommended to start
NodeName™ It is recommended to start
Personnel™ Input Search Criteria

Department Name

EXIn B TN

(2) Users can set the approval flow. For the flow type there are seven options you can select: Appended
Receipt, Leave, Business Trip, Go Out, Overtime, Adjust and Append, Adjust Shift.

Page | 28



ZK Tzca

Number™ Itis recommended to start Name* Itis recommended o start

Flow Type* Appended Receipt

Leave
NodeName Business Trip
Go Out
itioflg: |Overtime
The current query conditions: Adjust and Append
Adjust Shift )

Alternative

O Number Name Node Type O Number Name Node Type

0 1 Direct Leader Node  Direct Leader

1-1 50 rows per page -
Note: The approval order of the nodes is from top to bottom, and you can
drag the sort after selecting

EID EEE T

(3) Employee can view their individual application through “Person Self-Login”.

(4) Users/Managers can view and approve subordinate applications through “Person Self-Login”.

[Z, schedue Rl ~ooicantion Personnel ID l:l Approver ID Exception Type Current Node Status | - Q ®
_ The cument guery conditions: None
=l Exception @
‘3& g w (> Refresh [ Export
/=) Flow Management [SI Aopoval Number Applicantio Application Exception  Approver  Approver  Create Time Application/Approve  Currer Operations
& - Personnel  Personnel  Type D Time Node
D Name Status

My Application

3. Support to add FD1043V/FD1032V/FD1032H/FD1021H (android smart device with big screen and
visible light facial recognition) device for T&A.

(1) Support use as a standard T&A device with visible light facial recognition to do the attendance

calculation.

(2) Support to configure the QR code address in the device, employees can scan the QR code through

the mobile phone to complete the registration.
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(3) Support the management of advertising pictures and advertising videos in the software and send
it to the device for playback.

2.6 Parking

1. Added new rule: support one person with multiple license plate. Parking lot mode: one parking
space with multiple license plates or one parking space with one license plate. Once the parking
lot mode is selected, users can not switch freely.

(1) One parking space with one license plate: binding a parking space to a car when authorized.

(2) One parking space with multiple license plates: binding a parking space to all the cars of the
personnel when authorized.
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= Operation Wizard Parking Settings

Company Name
One Parking Space with Mulfiple Cars
Authorization Managementu_';_u FELOOIED LGN One Parking Space with One Car Onge you have selected the parking lot mode, please do not switch freely!

Parking Space No. | Not Display A\ When there is an auttorized vehicle cannot switch!Please create the comesponding parking s

Parking Lot Management (=)

Entrance and Exit Settings
Vehicle Type [] Fixed Vehicle Multiple In and Out
Parking Lot [] Temporary Vehicle Multiple In and Out Matching Precision of Entrance and Exit
[] Enable Shift Change Process ‘When the parking space is full, the type of vehicle alloy
Parking Area
Channel Entrance and Exit Charge Seftings

[[] Enable Fixed Vehicle Charges

Device Management

[C] Print Fee Receipts
White-Black List ["] Enable the Consumer Discount

Unmatched Processing Mode : (@) Free () Release after Charging 0 USD cCurrency Unit*  USD

2. Updated some parameters:

(1) Show the Remaining Parking Spaces at the Entrance:

The LED screen shows the number of available parking spaces. This feature is enabled by default.
(2) LED Display Type:

Support to configure the LED display types based on different countries, the default value is Common
(English), also you can select the display type as South Africa, Mexico, Argentina, Chile, Colombia,
Thailand, Turkey, Saudi Arabia, Mongolia, Egypt, Peru, Indonesia and Malaysia.

(3) Display Color:

Configure the display color for the first line and second line of the Dual color screen device.

(4) Number of Days to Save Vehicle Records:

Configure the number of days of keeping entered vehicles report.

Voice and Display Setiings

[+] Show the Remaining Parking Spaces at the Entrance
LED Display Type Mexico
Display Color:  First Line Red Second Line Green A\ Only Dual Color Screen Device Support!

Other Settings

Mumber of Days to Save Vehicle Records 60

Number of Days to Save Photo Captures 10 |1|
3. Define the parking area: Large parking area and small parking area. Small parking area belongs to

large parking area and the display screen of large area will show the parking space number of small
areas. Also, newly added parking spaces feature.
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Parking Lot

Channel Entrance and Exit

Area type of car yard®
Parking Area Name*
Belonging Parking Lot*
Large Yard Area”
Parking Spaces”

Remark

£ S BT

Person®

Licensa Plate Number®
Parking Space Number®
Entrance and Exit Area”
“ehicle Type®

Start Tirme™

End Tirme*

*

Fee

|Lucy Liu (1)

| 12345678

| 1

| Fixed Vihicle A

2018-01-30 14:04:43

2018-02-258 14:04:59

|150

Cancel

ZK =z

Note: For new projects of parking system, please use the new version 3.1.5.0 and do not use the previous

version 3.1.0.0.

2.7 System

1. Update LED screen integration feature, adjust LED Data menu, support led template settings.

(1) Move the LED Data menu from access control module to system module.
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7 ECd
rq Basic Management & Device Name l:l Q @

The current query conditions: None

I, Authorily Management  (®
.0 e = = (T Refresh New (fj Delete |[2] LED Data | [ Manually defined content £ Synchronize All Data to Devices || LED Template Management = More ~
B; Communication > O Device Name IP Address Port Default Pass Code  Screen Screen Enable  Automatic Distribute LED Title

2w = Width Height Data

-’Q. Extended Management (2
% =

LED Device

(2) Newly added LED Template Management feature, there are two ways to set up a template, one is
click"LED Template Management”and create a new template, and the other is to set it directly as a
template when adding a device. After you finished the LED template configuration, you can select
the template when you adding the device.

| Template name™
Screen Width*
Screen Height”
Block Mumber®
LED Title

Show Time

Block Layout

EXT B BEEE
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Delete data in device when new

Device Name”
IP Address” 192 168 -1 - 202
Port* 5200
Default Pass Code” 285 . 255 .255 . 255
| Use templates ]
. Test
e — |
Screen Height*
ceoie
Block Number® l:l
Show Time O
Automatic Distribute Data [
O

ZK =z

e nen | o]

Cancel

(3) Ifyou did not select a template when you add a device, then you set up the layout, the LED screen

will automatically average divided by the number of blocks, and you can click the button "% " for

horizontal and vertical equalization.

Blockd (96°12)

Block2 (96°12)

Block3 (96712)

Aring pol

4 [ Block Layout
[ Block1
[ Block2
[ Block3
[ time

€ Starng

poin

A

v

From X:
FromY:

Font:

; 1S INE X 2415 0T INE SEIECIE0 DIOCK an
vertex of the X axis, the axis distance. Width, height, width, height.

] Vipx
12 [V|px
12 |V|px

Width:
Height:
Display Effect:

96 || px
12 |V px
Display Ir|™

Blockd (24736)

Block2 (24736)

Blocka (24736)

time (24%36)

Starting point Y, the starting point of Y is the X axis of the selected block and the left upper

vertex of the X axis, the axis distance. Width, height, width, height.

4 [ Block Layout
[] Block1
[ Block2
[] Block3
[ time

v

A

From X:
FromY:

Font:

24 |V
1] VX
12 |Wpx

Width: 24 |V px

Height: 38 V| px

Display Effect: Display Ir|™

2.8 ZKBioSecurity Mobile APP

Newly developed ZKBioSecurity Mobile APP 2.0 version, supports Access Control, Visitor Management,
Parking, Time Attendance(Self-Login) module. Please refer to the user manual for more details. You can
download the Android and IOS version from Google Play and App Store.

Page | 34


https://www.baidu.com/link?url=zGG6zSxWsf8XZAdfE1JwF9OcqrWrJRUL9lZYF-tiLscK0adhI8GqpSC8N3Aeu0IAAtewE2HL3VG6vDaXKwqQXPnJHvfXDbEV1z3AF6cdDta06UQUSQNcXSBzIhxuWwku&wd=&eqid=ed135b19000000fe000000065a6f0b03

ZK =z

Note:

After launching the mobile app version 2.0, the previous version 1.0 will be removed from Google Play
and App Store. App 2.0 is compatible with ZKBioSecurity3.1.5.0, so for previous versions of ZKBioSecurity,
please upgrade to 3.1.5.0 if you want to use App 2.0.

@ZKBioSecunity .

‘ /

@ |

ZKEBioSecurity
Mobile

Personne

|
e
Personnel Add Parameters

Access
RT Monitoring Door Alarm Report

Visitor

00060
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