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Without the prior written consent of ZKTeco, no portion of this manual can be copied or forwarded in any
way or form. All parts of this manual belong to ZKTeco and its subsidiaries (hereinafter the "Company" or
"ZKTeco").

ZK is a registered trademark of ZKTeco. Other trademarks involved in this manual are owned by
their respective owners.

This manual contains information on the operation and maintenance of the ZKTeco equipment. The
copyright in all the documents, drawings, etc. in relation to the ZKTeco supplied equipment vests in and is
the property of ZKTeco. The contents hereof should not be used or shared by the receiver with any third
party without express written permission of ZKTeco.

The contents of this manual must be read as a whole before starting the operation and maintenance of the
supplied equipment. If any of the content(s) of the manual seems unclear or incomplete, please contact
ZKTeco before starting the operation and maintenance of the said equipment.

It is an essential pre-requisite for the satisfactory operation and maintenance that the operating and
maintenance personnel are fully familiar with the design and that the said personnel have received
thorough training in operating and maintaining the machine/unit/equipment. It is further essential for the
safe operation of the machine/unit/equipment that personnel has read, understood and followed the
safety instructions contained in the manual.

In case of any conflict between terms and conditions of this manual and the contract specifications,
drawings, instruction sheets or any other contract-related documents, the contract conditions/documents
shall prevail. The contract specific conditions/documents shall apply in priority.

ZKTeco offers no warranty, guarantee or representation regarding the completeness of any information
contained in this manual or any of the amendments made thereto. ZKTeco does not extend the warranty
of any kind, including, without limitation, any warranty of design, merchantability or fitness for a particular
purpose.

ZKTeco does not assume responsibility for any errors or omissions in the information or documents which
are referenced by or linked to this manual. The entire risk as to the results and performance obtained from
using the information is assumed by the user.

ZKTeco in no event shall be liable to the user or any third party for any incidental, consequential, indirect,
special, or exemplary damages, including, without limitation, loss of business, loss of profits, business
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interruption, loss of business information or any pecuniary loss, arising out of, in connection with, or
relating to the use of the information contained in or referenced by this manual, even if ZKTeco has, of the
possibility of such damages.

This manual and the information contained therein may include technical, other inaccuracies or
typographical errors. ZKTeco periodically changes the information herein which will be incorporated into
new additions/amendments to the manual. ZKTeco reserves the right to add, delete, amend or modify the
information contained in the manual from time to time in the form of circulars, letters, notes, etc. for better
operation and safety of the machine/unit/equipment. The said additions or amendments are meant for
improvement /better operations of the machine/unit/equipment and such amendments shall not give any
right to claim any compensation or damages under any circumstances.

ZKTeco shall in no way be responsible (i) in case the machine/unit/equipment malfunctions due to any
non-compliance of the instructions contained in this manual (i) in case of operation of the
machine/unit/equipment beyond the rate limits (iii) in case of operation of the machine and equipment in
conditions different from the prescribed conditions of the manual.

The product will be updated from time to time without prior notice. The latest operation procedures and
relevant documents are available on http://www.zkteco.com.

If there is any issue related to the product, please contact us.

ZKTeco Industrial Park, No. 26, 188 Industrial Road,
Tangxia Town, Dongguan, China.

+86 769 - 82109991

+86 755 - 89602394

For business related queries, please write to us at: sales@zkteco.com.

To know more about our global branches, visit www.zkteco.com.
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ZKTeco is one of the world’s largest manufacturer of RFID and Biometric (Fingerprint, Facial, Finger-vein)
readers. Product offerings include Access Control readers and panels, Near & Far-range Facial Recognition
Cameras, Elevator/floor access controllers, Turnstiles, License Plate Recognition (LPR) gate controllers and
Consumer products including battery-operated fingerprint and face-reader Door Locks. Our security
solutions are multi-lingual and localized in over 18 different languages. At the ZKTeco state-of-the-art
700,000 square foot 1ISO9001-certified manufacturing facility, we control manufacturing, product design,
component assembly, and logistics/shipping, all under one roof.

The founders of ZKTeco have been determined for independent research and development of biometric
verification procedures and the productization of biometric verification SDK, which was initially widely
applied in PC security and identity authentication fields. With the continuous enhancement of the
development and plenty of market applications, the team has gradually constructed an identity
authentication ecosystem and smart security ecosystem, which are based on biometric verification
techniques. With years of experience in the industrialization of biometric verifications, ZKTeco was
officially established in 2007 and now has been one of the globally leading enterprises in the biometric
verification industry owning various patents and being selected as the National High-tech Enterprise for 6
consecutive years. Its products are protected by intellectual property rights.

This manual introduces the New Features and Updates for ZKBioSecurity V5000_2.0.0_R.

All figures displayed are for illustration purposes only. Figures in this manual may not be exactly consistent
with the actual products.
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Document Conventions

Conventions used in this manual are listed below:

GUI Conventions

Convention Description

Bold font Used to identify software interface names e.g. OK, Confirm, Cancel

S Multi-level menus are separated by these brackets. For example, File > Create >
Folder.

For Device ‘

Convention Description
<> Button or key names for devices. For example, press <OK>
[ Window names, menu items, data table, and field names are inside square brackets.
For example, pop up the [New User] window
/ Multi-level menus are separated by forwarding slashes. For example,
[File/Create/Folder].
Symbols
Convention Description
£
h This implies about the notice or pays attention to, in the manual
| The general information which helps in performing the operations faster

The information which is significant

Care taken to avoid danger or mistakes

The statement or event that warns of something or that serves as a
cautionary example.
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Key Updates

Updated 64-bit software package to improve the performance.

Modular installation: Supports user secondary installation from Server Controller without requiring

re-installation.

Quick and easy switching between multiple languages: Newly supports Russian, Korean. It
supports 9 languages in total: English, Spanish, Simplified Chinese, Traditional Chinese, Russian,

Indonesian, Thai, Viethamese, and Korean.

Security enhancement: Scans the security issues in the application through Openvas to solve the
high-risk vulnerabilities. The software passed Apps can security test to ensure database and Redis

data security.

New user security management function, improving the security of user password and hence

avoiding the risk of password cracking.
Optimized Visitor Management module supporting Advanced visitor function.

New VMS function supports linkage capture and video recording with the access control device.
ZKBioSecurity VMS, a video software application, is launched by ZKTeco. It can be used in
conjunction with NVR, DVR, IPC, MDI, SDI network storage devices. It supports features such as
real-time preview, video playback, linkage alarm, and decoding video, etc. It also provides flexible
and diverse solutions to meet the need of small and medium projects. VMS and VMS clients can be

widely used in security projects in finance, public security, banking, education, and other fields.
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2 Functional Update Details

2.1 Platform

1) The software supports language quick switching function, allowing users to switch between
multiple languages. The supported languages are Chinese (Simplified), English, Spanish, Thai,

Indonesian, Vietnamese, Chinese (Traditional), Russian, Korean, etc.

(i)ZK BioSecurity

User Login v English v

Pyccruin
Tiéng Viét
Please enter a password RIS
iy
Login =0
English
PR
Espafiol
Bahasa Indonesia|

/,’_ ./'5 - B \ =
2 \
£ / = 3y

=z [ NS A

858
[GRTo]
App
ZKTzca

Copyright © 2020 ZKTECO CO,, LTD. Al rights reserved About Help

Please enter your username.

2) Users can log in to the system by fingerprint verification after registration and installing the

driver. This improves the convenience and security of login.

(iJZK BioSecurity

The trial period will expire after 29 dayis). Activate Now

User Login N English N
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2.2 Personnel Module

1. Optimized Export/Import Personnel Information function.

When exporting the personnel information, the basic information is exported by default. Users can export
the custom fields of personnel information such as Country, Street, etc.

[# Basic Information + Personnel ID  «+ First Name + Last Name + Department...
+ Department... & Gender [« Birthday |+ Mobile Phone
# Card Mumber [ Email [# Cerlificate T... [ Certificate M...
[_|Custom Atfributes [ Employee T... [ Hire Type ] Job Title || Street
| Birthplace [ Country [ Home Phone [ Home Address

(| Office Phone [ | Office Address
The File Type EXCEL File v
Export Mode m All Data (can export up to 30000 data)
) Select the amount of data to export {Can export up to 40000 data items)
From the article 1 Strip, is derived 100 Data

Note: When importing the existing personnel, the assigned fields are not updated, only the unassigned

fields are updated.

Importing Personnel Photo: Here the users can import photos or the compressed package. The capacity of
the user photo import function is improved. The system allows users to import 3,000 photos at a time. The
compressed package must be in ZIP format with a size of less than 500MB.

Import mode @Photo - Compressed package
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2. Card Printing function: The software allows access to Fargo DTC1250e, IDP SMART-50S, ZKTeco

ZKCP100 card printers to print the cards for personnel and visitors.

The path is: Personnel > Person > Print Card.

Card Template personnel print car
Printer Not regisiered, please register in the menu:[Parameter]!

Front Back

61722

Depariment Name

. 61722

2020-01-16

Users can configure the template to print the visitor card through the following path: Visitor > Basic

Management > Print Settings > Card Printer.

@ Select Printer Type: (O Receipt Printar

® Card Printer

Registration E1IE Leilie
Template Selection
| Reservation fan Visitor template m
Visitor Card Printing Setting
Basic Management = |# Print Card after the visitor Checked-In
Parameters CocallSetings
Print
Device Debugging Use Printer Mot registered, please register in the menu:[Farameter]!

Wisitor Levels

Notes:

1) Template selection: Define the template from System > Basic Management > Print

Template.

2) Download the driver before connecting the printer. Download the driver from Personnel >
Parameter > Registration Client; add the new registration code through System >
Authority Management > Client Register. Card printing can only be used after a successful

registration.
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3. Card Format Testing

When the card number does not match with the one displayed on the system, the user can use the
function to calibrate the Wiegand format. The page is as follows:

Device * | Click to select Read Card |l Clear Card Information

Site Code  Card Number* Original Card Number
=Card 1
©Card 2
©Card 3

& When you continue to read a new card, please manually switch to the next card.
Auto calculate site code while the site code is left blank

Card Format
Odd-Even Parity Format

Select the device that supports the card format test function, and fill in the card number and site
code(optional):

1) Click [Read Card], swipe the card on the reader, and the original card number will be shown

on the right text box.

2) Click [Recommended Card Format], the recommended Wiegand card format will be

displayed below.

3) Click [Auto calculate site code while the site code is left bank], the software will calculate

the site code according to the card format and card number.
4) Click [OK], the page will jump to the Wiegand format page to save the new Wiegand format.

Note: The card format testing function is only supported by some devices.

2.3  Access Control

1. Multi-Door Operations Function.

Click a certain door icon to select a single door or multiple doors to perform operations such as remote
opening, remote closing, locking, unlocking and remote normally opening.
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0 ko, inn 55 ® @ @ )

Authorized Company: new_demonsiration_service

Area Status Device Name More~ x\,

Door Ausiliary Input Ausiliary Output
All Doors [ Remote Opening [ | Remote Closing I Cancel Alarm @ Activate Lockdown (i Deactivate Lockdown [ Remote Normally Open [/ Multiple Selection = More ~
il | [l ][] [o|[ol| [l ][] o o8 o8 i o & @ &
192.168.5.2| [192.1685.2| (192.168.5.2| [192.1685.2( (192.1685.2( (19216852 [192.168.5.2 192.168.52 19216852 19216852 19216852 19216852 19216852 19216852 19216852
§2-1 521 521 521 ) $21 | |__S521 §2-1 521 521 §2-1 52-1 §21 $2-1 §21 21
ol |l

19216852 [192.168.5.2]
521 | s21 |

Auxiliary Input = i (=) E
192.16852 [192.1685.2
§2-1 521

Auxiliary Output

Event Type
Current Total:20 @ Online0 & Disable0 @ Offine:20 & Unknown:0 Door Name
Daylight Saving Time

Real-Time Events

Time Area Device Event Point Event Description Card Number Person Reader Name Verification Mode

Total Recaived: 0 @ Normal-0 w Exception'Q @Alarm 0 Clear Data Rows Event Description

2. Auto-Export Transaction

Users can choose the export frequency and the data to be exported. If the export frequency is daily export,
the user can choose all the records of a particular day; If the export frequency is monthly, the user can
choose all records during the month, and send it to the recipient's mailbox.

. 1
U weicome, aamn 5 (2 (D @ O
Authorized Company: 11
Type of Getling Transactions.
— © Periodically
i Interval: |1 7 hour(s)
Access Control @ Set the Time for Obtaining New Transactions

# 0:00 1:00 200 3:00 400 5:00 600 700 8:00 900 10:00 [ 11:00
12:00 13:00 14:00 15:00 16:00 17:00 18.00 19:00 20:00 21:00 2200 23:00

Access Levels

Set Access By Levels 4 Getting transactions and synchronization time will be done at the same time

Set Access By Person Transactions Auto-Export|

Set Access By Auto-Export -

Department Freguency By Day
11 ¥ hour(s): 59 ¥ minute

Export Mode: @ Daily Transactions

Linkage All Data(expert up to 30000 pieces of data)

Recipient's Mailbox

Anti-Passback jiaofeng ye@zkieco.com

First-Person Normally

Open

Multi-Person Group

Multi-Person Openirig Real Time Monitoring

Daor The Real Tims Monitoring Page Pop-up Photo Size Max Height[140 | px(80 - 500

Verification Mode A\ Refresh the real-time monitoring page after setfing Height

Interlock

Verification Mode Group Alarm Monitoring Recipient's Mailbox
Example:123@foxmail com;456@foxmail.com

#, Advanced Funclions |

=) Repors o ok

2.4  Time Attendance

1. Set Attendance by Area & Set Attendance by Person

The personnel Area Setting function is divided into Set Attendance by Area and Set Attendance by Person.
The area setting displays the personnel and the area, and the personnel setting displays the attendance
area to which the personnel belongs.
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1) Set Attendance by Area.

T—ca : Welcome, admin @ ® ® @ @)

Authorized Company: 11

© Attendance Area Attendance Area: Area Name

B Attendance Device Area Name Q ® PersonnelD[ | Name Morev Q. ®
The current query conditions None The current query conditions None
( * Refresh (+ Refresh [{i Delete Personnel [ ¥ Private Message [}! Re-synchronize to device
Set Attend By Perst
- FLTIERE PR Area Number Area Name Parent Area Parent Area Operations Personnel ID First Name Last Name Department Name
Device Number Name
= 363636 3636 36gmanj Department Name -
1 Area Name Add personnel
Attendance Point 12123 362 123 Department Name
Device Operation Log 79 Department Name:
78 12 12 Department Name
4149 Department Name
4148 Department Name

4147 Department Name

2) Set Attendance by Person.

Tezo

@ Personnel Personnel: 3636

B Aitendance Device Personnel ID Name More~ Q. @ Area Name :l Q ®
The current query conditions None The current query conditions None

SelAttendance By Area  [ENE I ( Refresh (i} Delete area

Personnel ID First Name Last Name Department Name Operations Area Number Area Name Parent Area Parent Area Name
Device I

- 363636 3636 3bgmanj Department Name Addarea =~
1 Area Name

Attendance Point 12123 362 123 Department Name  Add area
Device Operation Log 49 Department Name  Add area

969692 Department Name Add area

79 Department Name Add area

78 12 12 Department Name Add area

4149 Department Name Add area

2. Device Operation Log

Users can view the operation logs of the attendance device in a certain area.

r @ weiome,aamn 3%t @) D @ O
=
£ca = Authorized Company: 11
® Time From 2019-10-17 00:00:0) To |2020-01-17 23:5¢:5|  Deviceseralnumber| | O &
E TS The current query conditions Time From:(2019-10-17 00:00:00) To:(2020-01-17 23:59:59)
(% Refresh
Set Altendance By Area
Device serial Operation time Operational content  Operation object description Operation object Operation object description 3
Set Aftendance By Person number description 2
5712194200010 2020-01-17 13:20.2¢ = Alarm reason:Door Broken Accic -

Device

5712194200010 2020-01-17 13:29:2 FF#l.

Attendance Point

5712194200010 2020-01-17 13:24:20 = Alarm reason:Door Broken Accic
5712194200010 2020-01-17 13:24:2° 77Hl.

5712194200010 2020-01-17 13:03:0' = Alarm reason:Door Broken Accic
5712194200010 2020-01-17 13:03:0( FFHl.

5712194200010 2020-01-17 13:.01.4; = Alarm reason:Door Broken Accic
5712194200010 2020-01-17 13:01:4° FF#ll.

5712194200010 2020-01-17 12:58:3 = Alarm reason:Door Broken Accic
5712194200010 2020-01-17 12:58:3( FF#l.

5712194200010 2020-01-17 12:56:5! B Alarm reason:Door Broken Accic

Shift

Schedule + 5712194200010 2020-01-17 12:56:5° FFHll.
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3. Basic Rule and Parameter

1)  Maximum over time (minutes), which can be selected from No limit, this week and this month.

DO OO

2/
’ —
£ca Authorized Company: 11

@ Basic Rule Seting

Check-In Rule The Earliest Rule The minimum time period should be greater than 120
Sy| Attendance Device (minimum 10 minutes)
Check-Out Rule The Latest Rule The maximum time period should be less than 600
£ Basic Information (maximum 1,440 minutes)
1 result for day shift First Day Overtime Statistics Yes
Late and Early Leave Counted as Absent No Single shortest overtime (minutes) 5
Custom Rule Search Shift Record GM%I Intelligent Matching Shift Rule () Least Abnormal
Maximum overtime (minutes) No limit 0 Minutes
Holiday fssing Check-In count as Absent 0 Minutes
Missing Check-Out count as Incomplete 0 Minutes

Leave Type
Automatic Report

Parameter Setting

n shit

T Schedule

2) Flexible Duration Calculation is moved to Shift > Timetable > New> Timetable Type.

Name® It is recommended to Timetable Type* Flexible Timetable

Normal Timetable

Check-In Start Time* 09 |~ 00 Check-Out End Flexible Timetable
(HH:MM) Time* (HH:MM)

Flexible Duration Cumulative time fo,
Calculation

Save and New

3) New attendance calculation rules:

Missing Check-In will be counted as Absent/Late/Incomplete.

Missing Check-Out will be counted as Absent/Early late/Incomplete.
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Tzca

@ Basic Rule Setting

Check-In Rule The Earliest Rule
Attendance Device
Check-Out Rule The Latest Rule
,é Basic Information
Aftendance calculation result for cross-day shift First Day
Late and Early Leave Counted as Absent Mo
Search Shift Record Group-=DCepartmen
Cusiom Rule ) . .
Maximum averiime (minutes) Ma limit
Holiday Missing Check-In count as Late
Missing Check-Out count as Early Leave
Leave Type
Absent
Automatic Report Early Leave
: Incomplete
Faramatar Settinn

4. Timed Calculation

Users can add the timing calculation and enable the employee self-service login from the following Path:
Basic Information > Parameter Setting.

T T Welcome, admin {5} ® ® @ O
eca S Authorized Company: 11
@ Calculation Setting

_ X ~ Hour Conversion Rule @  Take the resuli calculated by the formula as the standard;
=i| Attendance Device | Formula: Hours = Minutes / The remainder is greater than or equal to 55 Recorded as one hour;
0 The remainder is greater than or equal to 25 Calculated as half an hour, otherwise ignored;
&y Basic Information
S Days Conversion Rule @  Take the result calculated by the formula as the standard;
Formula: Days = Minutes Quotient is greater than or equal to the work minutes 80 %, calculated as one day;

Basic Rule L .
Number of minutes to work = prignt is greater than or equal to the work minutes 20 %, calculated as half-day, otherwise ignored,
Custom Rule per day

Day conversion benchmark Days Conversion

Holiday

L T Exact digits of the decimal 1
eave Type point

Automatic Report
Other Setting
The attendance result symbol setting in the report
ExpectediActual W Late L Early E Absent ]
No Check-In I No Check-Out 1 Leave A Overtime -
Adjust Rest e Append Attendance . Business Trip T Qut G

7. Shift &
Timed Calculation

= Schedule Unit  hour(s)

Calculation interval: |24
hour(s)
Exception

gl Calculate Report @ Whether to start employee seli-service login entry
Enable ® Disable
@ Process Tasks

7 Process management (= “

Note:

1) Timed calculation: Users can set the frequency of timed calculation which can be

minutes/hours.

2) Employee self-login: Enable or disable the web self-login function.
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5. Custom Rule

Users can define the group or department rules, and apply them to the group or department schedule. If

there is no custom rule, the group or department schedule will adopt the basic rule.

TO@O00

Authorized Company: 11

Welcome, admin
Tzza

© Rule type Name Q ®
The current guery conditions None
S¢| Attendance Device L
(" Refresh [iii Delete
wy Dasicinformation Name Rule type Using the object Operations
Basic Rule lest dept Department rules Department Name Edit Delete
test group Grouping rules Edit Delete

Holiday
Leave Type
Automatic Report

Parameter Setting

w. Shift
T Schedule

Exception

=| Calculate Report

K < 12 > 50 rows perpage - JumpTo 1 /1 Page Total of 2 records

6. Automatic Report

The software supports the automatic report feature, which allows the users to customize the attendance
reports and send them to the designated areas or departments regularly.

1) When exporting "Transactions", there are more field options that can be exported:
Department number, and last name, and device name/attendance point name. The supported

file formats are TXT and EXCEL.

Send Mode Setting Mail Delivery Time Setting
Send Mode™  Mailbox Deliver: Send By Day
Report Setting Frequency

Report Transaclions

Type®

FleNams™ [
yyyyMMdd
HHmmss

Depariment  {deptCode}
Numbe
Department  {deptName}
Name

Personnel {personPin} minute
D

. Mail Setting
I Last Name _ {personLastName} I

Sernal {deviceSn} Receiver Set by Personni

Setting
Device {deviceName} Mail Please enter a valid -
Name Address*  email address. if more
Attendance  {pointMame} than one address is
I Title [The Maximum -
Attendance  {areaName} Setting*
Area Body The Maximum Length200
Attendance  {aftDatetime} Setting
Nata

[Soveaninew § ok ] _Concel ]
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2)

3)

When exporting "Daily Attendance", there are more field options that can be exported:

Department number, and last name. The supported file formats are TXT and EXCEL..

Send Mode Setting

Send Mode™ Mailbox Deliver)

Report Setting

Report
Type*
File Name*

File Type*
Content
Format

Daily Attendanc
1

yyyyMMdd [
HHmmss B

jeld Name jeld Numbe
Department  {deptCode}
Number
Depariment  {deptName}
Name

Personnel {personPin}
ID

Last Name  {personLastName}
FEToTa MOE

Date
Earliest
Time
Latest Time  {latesiTime}

Punch Time {attTime}

EXCEL B

Department Number:{deptCode} =
DepanmemName:{deptName} .

{earliesiTime}

Mail Delivery Time Setting

Send
Fraguency

Mail Setting
Receiver
Setting
Mail
Address*

Title The Maximum

Setting”
Body
Setting

he Maximum Length200

[Soveananew | ox ] Concer ]

Supported FTP sending method: Users can configure the FTP server address, port, username,

password to send the transactions and daily attendance records.

Send Mode Setting

Send Mode™ FTP Send Meth

Report Seiting
Report

Daily Attendanc |

FTP Send Time Setling

Send By Day [-]

Frequency

Type”

File Name”
yyyyMMdd
HHmmss

Field Name Field Number
Department  {deptCode}
Number
Department
Name
Personnel
ID

{deptName}
{personPin}

First Name
Last Name
Record
Date
Earliest
Time
Latest Time
Punch Time  {atiTime} Username*
EXCEL [-] FTP
Depariment Number{depiCode} Password
Depariment Name:{deptName} .

{personName}
{personL:
{aftDate}

| FTP Parameter Seiting I

FTP Server
Address”
FTP Server
Port*
flatestTime} FTF

(192,168 xxx xxx)
{earliestTime}

L
L 1

4 Please fill in the fip parameters correctly -

File Type*
Content
Format

[Saveaninow § ok J_Corcel |

7. Transactions
1) New search filter conditions "attendance area" and "device name" are added on the

transaction table.
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Ecd
@

- Attendance Device (=
Basic Information
Shift
Schedule

ption
Calculate Report

Manual Calculate

Daily Attendance
Leave Summary
Daily Report

Monthly Detail Report

Monthly Statistical
Report(By Person)
Departmental
Report(By Depariment)
Annual Report(By
Person)

2)

®

Aftendance Device

Time From [2019-10-19 00:0 To |2020-01-19 23:£
The current query conditions Time From:(2019-10-19 O

Department Name

Personnel ID
0) To:(2020-01-19 23:59:59)

Name

Serial Number

Device Name

“Import U disk record”

Time From 2019-10-19 00:0 To | 2020-01-19 23:£
The current query conditions Time From:(2019-10-19 00:00:00) To:(2020-01-19 23:59:59)

Altendance Area
520528
2 W=z
506 nli=
506 nli=

impor

Personnel ID

Department Name Area Name
=g} Area Name
Department Name Area Name
Department Name Area Name

&il Area Name
&il Area Name
il Area Name
&l Area Name
&) Area Name
&il Area Name
&il Area Name
&l Area Name
&l Area Name
=) Area Name
&il Area Name
=g} Area Name
&l Area Name
&l Area Name
&il Area Name
&il Area Name

Name

Retract~ Q,

462017290001 46201729000
5712194200011 iE5b2.0
452017290001° 46201729000°
452017290001° 46201729000°
5712194200011 #E5H2.0
5712194200011 #E5H2.0
5712194200011 iE5b2.0
5712194200011 #85+2.0
5712194200011 #E5h2.0
5712194200011 #E5H2.0
5712194200011 #E5H2.0
5712194200011 #85+2.0
5712194200011 #85+2.0
5712194200011 #§542.0
5712194200011 #E5H2.0
5712194200011 iE5b2.0
5712194200011 #85+2.0
5712194200011 #85+2.0
5712194200011 #E5H2.0
5712194200011 #E5H2.0

2020-01-18 16:41: Time Atiendance Device
2020-01-18 16:17: Time Atiendance Device
2020-01-19 15:47: Time Attendance Device
2020-01-19 15:22: Time Attendance Device
2020-01-18 14:37: Time Atiendance Device
2020-01-18 14:32: Time Atiendance Device
2020-01-19 14:32: Time Attendance Device
2020-01-19 13:49: Time Attendance Device
2020-01-19 12:49: Time Attendance Device
2020-01-18 13:38: Time Atiendance Device
2020-01-18 13:38: Time Atiendance Device
2020-01-19 13:39: Time Attendance Device
2020-01-19 13:39: Time Attendance Device
2020-01-18 10:22: Time Atiendance Device
2020-01-18 10:21: Time Attendance Device
2020-01-19 10:21: Time Atiendance Device
2020-01-19 09:04: Time Attendance Device
2020-01-19 09:04: Time Attendance Device
2020-01-18 08:03: Time Atiendance Device
2020-01-17 17:27: Time Attendance Device

ts the device data to the transaction table.

Welcome, admin 45t (@) (1) ) (1)

Authorized Company: 11

Personnel ID
First Name
Department
Name
Altendance
Date
Serial
Number

) _ (=) =] (" Refresh [# Export [* Import ~ Attendance Details
asic nformaton Elgﬁ}%aﬂmemName Personnel ID  First Nag :ﬁzg: ::fmf:gg;; record :?:;dance Serial Number Device Name Altendance Date Data Sources Atterdancel:tcio
Shift 3 1 i Lﬂ Import facekiosk records

e 3 B= ¥ Import video record Area Name 5712194200011 #E5h2.0 2020-01-19 10:22: Time Attendance Device
Schedule 4 BF Area Name 5712194200011 #5542.0 2020-01-18 10:21: Time Attendance Device
. 2 W= &il Area Name 5712194200011 #55b2.0 2020-01-19 10:21: Time Atiendance Device
T 3 == =il AreaName  5712194200011#8512.0  2020-01-19 09:04: Time Attendance Device
Calculate Report 4 & Area Name 571219420001 E5h2.0 2020-01-19 09:04: Time Attendance Device
2 il Area Name 5712194200014 jE5-2.0 2020-01-19 09:03: Time Attendance Device Personnel ID
Manual Calculate 1 =] Area Name 5712194200011 #5542.0 2020-01-17 17-27: Time Attendance Device First Name
3 =il AreaName  5712194200011#8512.0  2020-01-17 17:27: Time Attendance Device o
Daily Attendance 4 =i AreaName 571219420001 #5h2.0 2020-01-17 17:27: Time Attendance Device Attendance
Leave Summary I 2 W% i Area Name 5712194200011 #5+2.0 2020-01-17 17-25: Time Atiendance Device EIBJSI:I
_ ‘8 TE =i Area Name 5712194200011 E5h2.0 2020-01-17 16:59: Time Atiendance Device Number
LR 3 =il AreaName  5712194200011#8512.0  2020-01-17 16:59: Time Attendance Device
Monthly Detall Report 2 &il AreaName 5712194200011 #5h2.0 2020-01-17 16:57: Time Attendance Device
'é"g;‘;’:"{g??;gﬁ‘] 8 &1 AreaName 5712194200011 #5+2.0 2020-01-17 16:54: Time Atiendance Davice
Departmental 2 &il Area Name 5712194200011 #85+2.0 2020-01-17 16:54: Time Attendance Device
E:gﬁgltgi&er:gmem) 3 =8| Area Name 5712194200011 #5+2.0 2020-01-17 16:54: Time Attendance Device
Person) N 4 il Area Name 5712194200011 #85t2.0 2020-01-17 16:54: Time Attendance Device
4 &l AreaName 5712194200011 #5k2.0 2020-01-17 15:08: Time Attendance Device
) & Area Name 571219420001 E5h2.0 2020-01-17 15:00: Time Attendance Device

8. Process Tasks & Setting

Approval Flow Management features: Users can flexibly configure the approval processes for employee

attendance exceptions, and employees can submit the exception approval requests through “the

employee self-service login ”, and approving exception requests submitted by the subordinates.
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o) TG

Number Name type [——— Q ®
7| Attendance Device The current query conditions None
(v Refresh [® New + Enable (Z) Disabled

Basic Information
2/ Number Name Position  type The process node state Operations

Name

P11 QverTime Manager Overtime To start the process->Directly under the leadership-=The end of the process [] copy Edit

Exception

(5] calculate Report

¢ Process Tasks

7 Process management

By selecting the type of process, position, requester, the application will be approved through Web or Self-
service login to complete the approval flow process.

(i)ZKBioSecurity

Person Seif-Login |\ English(Unite. v

["User Login

Person Self-Login

\
/ j App, 1 \. \ \

<218k N
/ Copyright © 20202 KTECO CO. LT !ng =arved ALt il

-

Note: For each type of exception (Append list/Leave/Business Trip/Out/Overtime), a process must be
created for each position.

2.5 Consumption Module

1. Card Sector Modification

Offline consumption: Allows the user to configure the MF card sector while writing the consumption data
to the MF card. Master and Sub card issuing sector: The master sector can be selected from 1 to 14th; the
sub-sector cannot be edited, the default is the main sector +1.
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Welcome, admin

1-=|..ﬂ =) Authorized Company: 11
(O] Basic Settings
Basic Information Card Balance Limit: 9999

Card Issuing Master Sector: 1st sector
Card Issuing Sector: 2nd sector

Device

Lt Currency Unit

‘Symbol: 5
Proportion: 1
Card Setting
The consumer device version must match the card mode.
System Password:  [seseee
Confirm Password:  [ssese

Mode: «Single Wallet Mode (AS5)
& pfter adding a device, the system password and mode are not allowed to be modified again.

'« Card Management

a1l Consumption

[# Manual
[5) subsidy

2. Offline Consumption Details Can be Imported with U Disk Records

If the device consumption records are inconsistent with the software, users can export the consumption
records of the consumer device U disk management > Download consumption records to the U disk,
and then go to the software Consumption > Consumption > Consumption Detail report and then
import the consumption records into the software through USB.

File Format @ bt

Select File EEEEETE

The File Name Is “sn number_pos_time", Please Check And
Import {for example:

6787190200009 _pos_20190730144700 txt)

ok ] concer |

2.6 Visitor Module

Optimized visitor management function: Enhanced the professionalism of the enrollment process and
visitor check-in. Streamlined the enrollment process with pre-registration or self-registration options,
allowing users to create watch lists and screen against unwanted visitors.

1. Signature

On the user registration page, a tab is added for adding signature which will be dynamically updated. The
Software supports Topaz Signature Capture Pad T-5460.
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HostVisited * Enter the Query C B Visit Depariment * Visit Reason™ Visit

Certificate D [Fal Certificate No_* Entrance® serveri

Type*

First Name* Last Name Gender S

Company Mobile Phone License Plate

Country/Region Visitor Quantity™ 1 Carrying Goods

Email
Permission

Visitor Level Start Time 2020-03-16 10:27:18 End Time 2020-03-16 23:59:59

Card Number

Capture Signature

Csovomanen I 0c | corcol

2. Clone Visitor Function

The administrator can clone the following visitor's attributes including the interviewee, department, the
reason for the visit, registration place, company name, country name, authority group, start time, end time
to make the enrollment more efficient.

Hostivisited * 656623(HERNAN MAF | 1

Certificate Typs™ | ID
First Name”

Company
Country/Region

Permission
Visitor Level 2020-01-14 11.44.19 2020-01-14 23:59.59
‘Card Number
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3.  Maximum Visitor Visit Reminder

1) Parameter setting interface.

2) When the number of visitors on the day reaches the default maximum limit, a prompt will pop

up when opening the registration page.

&)
AN (=]

@ Visitor History Information
[+l Open the Pop-Up Box to Display Visitor History Information
/i Backfil Visitor Fingerprint
¥/} Backfll Visitor Photo
Copy ID Number as Card Number Automatically
[] Gopy ID Number as Gard Mumber
WatchList Option

‘%l Registration

Reservation

Basic Management

[] On Entry Prompt if Name Matche
Match Type | LastName FirstName
Device Debugaing [On Entry Match by Certificate
[]On Entry Match by Country
Print Settings [viOn Entry Match by Company

N Maximum visitor check
Visitor Levels
[+ Open single-day maximum visiter visits monitoring

Host Levels Maximum number of visits 100

Visited Depariment Levels [} Open single-day single-person maximum visitor visits monitoring

Maximum number of visits 30

Eniry Place

Visit Reason Registration Client

) Device Driver
Custom Atiributes
Certificale Recognition Driver Installation Status: Cerificate Recognition Driver needs to upgrade to the new version

Sianature drive installation: Sinnatire drive nacds tn unarare o the naw wasion

Visitors Quantity Statistics: @ Check-In Today:4 Check-Out Today:3 @Not Check-Out Today:1 View the Details

=1 Advanced

=] Reporis

Neme| | ConmeMo. | CombcaTpe—— ] Moe- O ©®

The current query conditions None
(+ Refresh 5 Entry Registration 2 Exit Registration = Visitor Cloning

Registration

Visitor Code  Certificate Certificate First Name  LastMame  Host First Host Last Visit Reason  Visit Status
Visitor o Type Name Name
200000003 66666 D wang ch skye yang Visit Check-In
800000002 2121 D ta ta ch w Visit Check-In
800000001 111111 D yang Prompt it Check-In

The number of visiting visitors has
reached the default upper limit set. Are
you sure you want to continue?

4. Watch List

Card
Number

This allows users to create watch lists and screen against unwanted visitors.

Welcome, admin  95% () (1) (@) (!

Enter Time

2020-03-16 10:40 server
2020-03-16 10:39 server1
2020-03-16 10:39 server1

1) Set parameters to filter out specific characters of visitors when monitoring.

Page |22

Welcome, admin 555

Entrance

Authorized Company:

Authorized Company-

Zone Name  Exit Time

‘Area Name
‘Area Name
Area Name
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Tzco

@ Visitor History Information

[# Open the Pop-Up Box to Display Visitor History Information

Registration [# Backfill Visitor Fingerprint
[« Backfill Visitor Photo
Ressrvation Copy ID Number as Card Mumber Automatically
I Copy ID Number as Card Number
oﬂ Basic Management WatchList Option

[# ©On Entry Prompt if Name Matche
Match Type firstMame Only
#On Entry Match by Certificate

[#On Entry Match by Country/Region
Print Settings #0On Entry Match by Company

Device Debugging

2) Create watch lists as required. There are three types of watch lists available: ‘Person’,

‘Company’, ‘Country/Region’.

T.-_—;.'a Welcome, admin 43 (@) (1) &) ()
Authorized Company: 11
(6] type Name[ | Morer O @

The current query conditions None

* Refresh [% New @ Delete © Disable - Enable

2 Registration

& Reservation

type First Name Last Name Certificate Certificate No. Company Country/Re Category Enable Operations
Type
¢ Basic Management = m = - .=
. Nhansy 2l aguau 1D 1100800952721 VVIP [ Edit Delete
& Advanced Komnanua ZK BOLO L] Edit Delete
CoTpygHuk firstnamed lastname!  Others 111 BOLO [] Edit Delete
Category
Watch List Thumbnails
New
Type * Person
First Name * Ferson Last Name
Aliases Company
Certificate Type * | COUNtry/Region Certificate No. *
Set Waich Valid (] Category * BOLO

Time

Rejection History

Rejection Count 0

Dates

Remark

Saveariow J{ —Now 1~ Coco
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5. Watch List Thumbnails

This lists all individuals that need to be specifically monitored. There are mainly three types of lists: VIP,
BOLO, and BLACKLIST. Customized individual types will also be listed here.

T

(6] Category

Neme[ ] Morer O ®
The current query conditions None
(* Refresh

=9 Registration
Reservation

F Basic Management

B Advanced
Category E5Wani firstname1
watchList agufu lastname1
vVvIP BOLO

6. Alert Template/Linkage

Users can create a new email template or edit the existing template. Different events may have different
template types. When the visitors make appointments, Check-in, check-out, stays overtime, the system will
remind visitors and interviewees via email.

, A
@ Template Name l:l Template Type | ———— Event Type | -———— Q ®

The current query conditions Mone

Registration
(" Refresh [® New [} Delete

| Reservation
. Template Name Template Type Event Type Subject Operations
asic Management Reservation Expiration(E-Mail) E-Mail Expired Reservation Reservation Expiration Notification Edit
Badge Expiration(E-Mail) E-Mail Late Check-Out Badge Expiration Notification Edit
Advanced ( Watch List(E-Mail) E-Mail \WatchList \Watch List Matched Motification Edit
Visitor Reservation(E-Mail) E-Mail Reservation Visitor Reservation Notification Edit
Category
Visitor Checked Cuf{E-Mail) E-Mail Check Out Wisitor Checked Out Notification Edit
WatchList . § . . . - . - .
Visitor Arrived(E-Mail) E-Mail Registration Visitor Arrived Notification Edit

Watch List Thumbnails

Linkage

7. Visitor Card printing

On the parameter setting interface, the users can set the parameters of the Card. They can define the
template (refer to personnel card printing) and then set the card printing function. If automatic card
printing is selected, the printer is required. After the visitor registration is completed, the user can print the
card directly.
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Visitor Welcome, admin ® @ @

Registration Select Printer Type: () Receipt Printer  ® Card Printer

Global Settings
] Reservation
Template Selection

d’ Basic Management Print Template | Default Template v

Add Template |l Edit Template [l Delete Template
Parameters

Visitor Card Printing Setting
Device Debugging || Print Card after the visitor Checked-In

Local Settings

Visitor Levels Print
Set Levels By Department Use Printer
Entry Place

Visit Reason

] Advanced Functions

2.7 Parking Module

Supports Four-line screen LPR device

LPRS2000: The LPR device has a four-line which can display the Company, Date, remaining parking spaces
and other information at the entrance and exit of the parking lot.

The path is: Parking > Basic Management > Parking Lot Settings > Voice and Display Settings. Users

can set the three- and four-line display color and only the four-line screen devices support it.

Teza

© # Enable Shift Process Types of Vehicles Allowed to Release under Full Parking Yard
T= Operation Wizard Special license plate contains characters [WJ 2 (Multiple separated by ",")
Duplicate license plate waiting time Single Channel Mode 30 second MNormal Mode 30 second

Hf Basic Management
Charge Management Setting

Enable Fixed Vehicle Charges 4 Fixed car baich exiension needs io be enabled!
Device
Enable the Consumer Discount Print Fee Receipts

Parking Area .
Unmatched Processing Mode © Free @ Release after Charging 10 Custom Currency

Entrance and Exit Area

Guard Booth Fixed Vehicle Setting.

Channel Statistical analysis of fixed parking spaces
Vehicle Definition Enable Fixed Vehicle Transfer to Temporary Vehicle Fixed Vehicles Days Warning® |7
Shift settings Voice and display settings
Manual Release
Reason Enable external display
LED Display Type Common
Entrance display residual parking space ' Whether the parking space is counied
Display Color First line Green Second line Green A Monochrome screen is not supported!
Display Color third line Red The fourth line Red A Only four-line screen device support!
Other Setting
Maximum parking duration™ Day 60 (Day)
(@) Charge Capture Photos Preservation Days® |20 4 0 indicator does not delete datal
| Vehicle Captured Photos Saving Path E:\Program Files\BioServeriservice\zk
Offline Settings
[E] Report .

Tt e e e T e
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VMS Module

Newly added VMS module: It can be used in conjunction with NVR, DVR, IPC, MDI, SDI network storage
devices. It supports features such as real-time preview, video playback, record, linkage alarm, facial
recognition, and decoding video, etc. It also provides flexible and diverse solutions to meet the need of
small and medium projects. The VMS module can work with VMS Client, which can be widely used in
various security projects in finance, public security, banking, education, and other fields.

ZK s o eesea i sffe

@ Device Name Serial Number More~

The current query conditions None

.. Video Device

(v Refresh [@ New [ Delete Q Search Device 2% Equipmenttiming s Enable (#) Disable

) Decoding

Device Name Serial Number Area Name IP Address Port Protocol Type  Device Model  Status  Enable Operations
Face Recognition 102.168.214.245 210235C1W431590000° Tén khu vuc 192.163.214.24! 20 ONVIF IPC Online @ Edit Delete
192.168.214.224 DS-T316HWI-SH162014 Tén khu vuc 192.163.214.22. 20 ONVIF NVR Online @

Real-Time Monitoring & 192.165.214. 160 0B310002046F0001CDE Tén khu vue  192.188.214.131 80 ZKTeco IPC20 Onlire  ®

192.166.214.130 0BCDO012340CES80539 Tén khu vuc 192.163.214.131 80 ZKTeco NVR Al Online @
Record

Report
. Linkage Management

Connection Management (7

VMS Client:

&

Users Alarm Local
management configuration configuration configuration

Video Preview

Users can preview the video in real-time in several ways, including by device, group or layout which have
been set already. Currently, 64 channels can be previewed at most in the ZKBioSecurity and VMS Client.
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ZK £ 0 O @9 B e & 4 &« I FERS

®© Video Device [l ] FEET LR W

[ Video Device T EoiD
Searcn Q A
= Decoding
4 (3 Tén khu e
o) 182.188.214.130
& Face Recognition
@ cH1
@ cH2
Resl-Time Manitoring BEm
CH4
Group @
@ cHs
Layout © cHe
@ cHr
CH3
cHa
v
CH10 H
PTZ Control
Zoom
AUTO Focus:
Setting
Frasst: 1 [v|
B Record D Cuse: 1 [v] €
Tack: 1 |v| @
%_l Repart o
4 - R
Contrast : |
P — BitSt "
[ Unkege Management  (3) Ty;:‘jm Sub BitStresm v

onnaction Management (&)

Alsmm Information

VMS Client:

X S

L
LI
LI
: i
%

Event

Supports decoder setting, decoder preview, decoder plan tour, decoder playback, TV wall
splicing function

The software allows the user to view the video real-time preview, playback, record video on the TV wall.
This function is widely used in Factories, Schools, Traffic junctions, Commercial buildings, etc.
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ol
ol
.

L L

Alarm

Facial Recognition Function

&

The software works with the latest ZKTeco facial recognition NVR, the new ZKBioSecurity provides facial

verification, whitelist & blacklist control, search for specific users by photo.

Whitelist and Blacklist real-time monitoring:

The users can check the real-time capture, record the video of blacklisted personnel.

(O]

¢ Video Device

2020-01-17 16:21:48

RA
e

e/

Real-Time Monitoring

(w3 Decoding
'8‘, Face Recognition

White List Group
Black List Group

Distribute Device

Image Search

Real-Time Monitoring ()

81 Record

@ Report

Personnel ID

Name:

@ Linkage Manager

Time:

2 i )
@ Connection Manager (=

Event

Personnel 1D:23213
Name:
Last Name: jason

Device:

Personnel ID: 23213
Name v

ime

Event
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Black List Alarm:

Device: 192.168.213.160

Name: Xs3

Personnel ID:23131

Time: 2020-01-17 13:47:06
Event: Black List Alarm

lﬂ“lﬂfﬂnﬂd"‘

2020-01-17 134920 2020-01-1713:49:31  2020-01-1713:48:34 20200117 13:40:37  2020-01-17 13:50:10 20200117 13:58:11  2020-01-17 13:56:13  2020-01-17 13:50:45  2020-01-17 13:59:17 zuzo-mwunzm

Q@@ 22238125815

2020-01-17 140208 2020-01-1714:0208  2020-01-1714:02:10 20200117 14:0212 20200117 14:02:22  2020-01-17 14:02:24  2020-01-17 140228  2020-01-17 14:0229  2020-01-17 140232  2020-01-17 14:04:38

S

AN —

2020-01-17 14:04:54  2020-01-17 14:04:56
——

T
2020-01-17 14:08:58.

B] Record

=] Report
S

2020-01-17 14:10:20  2020-01-1714:10:31  2020-01-17 14:18:18  2020-01-17 14:18:20  2020-01-17 14:18:22 20200117 14:18:43  2020-01-17 14:12:51 20200117141953 2020-01-17 1420:19  2020-01-17 14:20:21
1< ¢ 5100 > >  SDrowsperpage ~ JumpTo 2 /3Page  Total of 142 records.

[ Linksge Mansger

Connection Manager

4. Video Record

Users can configure the record plan of devices, check the related video record based on the record plan.

There are several record type can be set, such as “Timing Video”, “Alarm Video”, “Timing Video+Alarm
Video”.

It also allows users to search, view and download the video record.
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EE
[ video Devioe Deviee Storager Server
a,
fmy Decading
4 (7 Tén khu vye A
e . 4 182,168 214130
& Face Recognition ®
%, CH1
%, CH2
Real-Time Manitori
sl-Time Manitoring e o
o o CH4 v
Search
- 20200224
BtStresm |y,
oy Msin SiStzem v

Mode - Any M

Morm!

20200224

Linkage Management

Linkage Management is used to configure the Video device alarm linkage.

There are eight alarm trigger conditions that can be chosen, such as Motion Detection, Video Loss,
Tampering, Alarm in, Counting Alarm, Area Alarm, Object Detection, Cross Line Alarm, and Human

Detection.

w06

The current query conditions MNone

(* Refresh [ ® New [ Delete

Rule Name Alarm Type Alam
Edit
124323 Motion Detection 192.1
Rule Name® 124323
2312212 Motion Detection 1921 %
Alarm Type* |Motion Detection
1231282 EF Motion Detection 192.1 ey S— Masion Deleckion ~
12312213 Tampering 182.1 Linkage Agtian® | Wideo Loss PTZ
Tampering
| o Fop-up Image [ ™ wall
Action Type® Counting Alarm —_ -
Area Alarm
-n Linkage Management Object Detection
= W
Cross Line Alarm W
By barnatin Shan
Remarks
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Video Report

ZKBioSecurity VMS provide several kinds of reports for user, such as administrator can view all the facial
recognition alarm reports and allows to check the captured image and video files.

1)  Blacklist Alarm as an example:

m Personnel Access Attendance Video Demo System System

@ Alarm Time From  2019-11-24 00:00:00 To  2020-02-24 23:59.59 Device Name

The current query conditions Alarm Time From:(2019-11-24 00:00:00) To:(2020-02-24 23.59:59)

[k Video Device

* Refresh = List - [fj* ClearAlData [ Export

e Alarm Time Device Name Alarm Name Alarm Type Confirm Alarm Media File
. Face Recognition 2020-2-12 100:48:40 192.168.213.160 jason Black List Alarm (/] a®

2020-2-12 10:48:32 192.168.213.160 jason Black List Alarm @ &®

Real-Time Monitoring ) 2020-2-12 10:48:30 192.168.213.160 jason Black List Alarm -] &®
2020-2-12 10048:29 192.168.213.160 jason Black List Alarm [-] a®

Record
2020-2-12 10048:13 192.168.213.160 jason Black List Alarm [-] a®
2020-1-16 15:45:25 192.168.213.160 CZCZ Black List Alarm (/] &®
2020-1-16 15:45:23 192.168.213.160 CZCZ Black List Alarm (/] ®
2020-1-16 15:45:22 192.168.213.160 CxZCZ Black List Alarm L] a®

Video Operation Report 2020-1-16 15:45:21 192.168.213.160 cxzez Black List Alarm -] E®

Video Alarm Report 2020-1-16 15:45:20 192.168.213.160 CZCZ Black List Alarm (/] &®

Vidan Fuant Racard

Linkage Management

B S T LA P 110 50 rows perpage ~ JumpTo 1 /1 Page  Total of 10 records

2) Linkage Alarm Report:

Lists all the alarm reports after setting the Linkage alarm in “Linkage Management”. Users can also view
recorded videos.

® Operation Time From | 2018-11-24 00:00:00 | To | 2020-02-24 23:58:50 Alarm Type | —— Q

i The current query conditions Operation Time From:(2018-11-24 00:00:00) To:(2020-02-24 23:50:58)

[ K Video Device
|+ Refresh

i ecodog Start Time End Time Serial Number Alarm Type Alarm Source Medis Fila

[ 2020-02-24 18:08:40  2020-02-24 12:00:17 0B8CDO12340CES2052870 Motion Detection 162.168.214.120-CH4 @

8 Face Recognition
2020-02-21 15:10:30  2020-02-21 15:10:42  DS-7316HWI-SH1620140920AA Motion Detection 192.168.214.224-CHO1 ®

Real-Time Monitoring $ 2020-02-21 15:09:56  2020-02-21 15:10:13  DS-7316HWI-SH1620140820AA Motion Detection 182.163.214.224-CHD1 @

2020-02-21 15:08:41  2020-02-21 15:08:54 DS-7316HWI-SH1620140920AA Motion Detection 162.188.214.224-CHO1 @
2020-02-21 15:04:51  2020-02-21 15:05:18  DS-7316HWI-SH1620140820AA Motion Detection 162.188.214.224-CHO1 @

Recognition Alarm Report

Video Operation Report

Video Event Record

Full Screen

Download
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3) Video Event Records

This report records all the captured and linkage video which is generated from the access control device

linkage with video device.

It also allows the users to check the linkage capture and video.

@ Operation Time From | 2019-11-24 00:00:00 To |2020-02-24 23:50:509 Devica Name More~ C\ \>_<
B The current query conditions Operation Time From:(2018-11-24 00:00:00) To:(2020-02-24 23:56:58)

[} Video Device
(% Refresh [} ClearAllDsts = Lst ~

Decoding Start Time End Time Area Name Device Name Channel Name Medis File  Status
e 2020-02-24 18:08:42  2020-02-24 12:02:42  Tén khuwue 102.182.214.130 CH4 (=] Capture Success
ﬁ Face Recognition
2020-02-24 18:08:40  2020-02-24 12:08:10  Tén khuwue 102.182.214.130 CH4 @ Video Success.

Real-Time Manitoring = /
TS -

£ Record 7 ;

. Report

Recognition Alarm Report
Video Operation Report

Video Alarm Report

Facial Recognition Record as Attendance Data

Ramark

The system supports importing the personnel facial recognition records to the attendance module as the

original attendance transaction.

A single data can be reused multiple times.

werrarem O ®

The current query conditions Mons

jhuhjh Tan khu e 182.182.214.130-CH4  Video Edit Delete
Mew
Aftendance Point Mame” |Fac>e Recd]: |
I Device Module® Video ~| I
Area Mame" Tén khu wsc
Device List* 182.168.214.245-CHO1
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2.9 System Module

1. Data Cleaning

The path is: System> Basic Management> Data Cleaning - To save the disk storage space, the expired
data generated by the system must be cleaned up regularly.

Tem

© Record
['9 Basic Management Access Retains the recent |15 v | months of data Execution Time 01:00:00 v (Carefully clean up
. Transactions”
Language Pack Consumer Retains the recent 15 v months of data Execution Time: 01:00:00 * Carefully clean up:
Transactions*
ErTECT 13 Elevator Retains the recent |15 v months of data Execution Time 01:00:00 ¥ (Carefully clean up
Dalabase Management [IUCIECEEUES
Visitor Retains the recent 15 ¥ months of data Execution Time: 01:00:00 * Carefully clean up:
Area Setting Transaction®
_ Parking Retains the recent (15 v | months of data Execution Time 01:00:00 v (Carefully clean up;
L Transactions*
System Parameter Patrol Retains the recent 15 v months of data Execution Time 01:00:00 v (Carefully clean up;
Transactions®
E-mail Management  -RRRRRHY Retains the recent |15 v months of data Execution Time 01:00:00 ¥ Carefully clean up
Dictionary Transactions®
Management FaceKiosk Retains the recent |15 v months of data Execution Time 01:00:00 v (Carefully clean up
Transactions*
Audio File System
Data Migration System Operation Refains the recent |15 v | months of data Execution Time 03:00:00 ¥ (Carefully clean up
Cerfificate Type Log* )
Device Retains the recent & v months of data Execution Time 02:00:00 v Immediately Clean Up|
Print Templaie Commands*
System Monitoring Eﬁ?base Backup Retains the recent 6 v months of data Execution Time 04:00:00 v Immediately Clean Up|
Prompt
& Cleaning fre
A Execution Ti
;‘ Authority B & \When you click

2. Data Migration

The path is: System Management > Basic Management > Data migration - The Software can be
migrated from 3200 Version to V5000, including various modules and events (except the patrol module).
The users can configure the database type, IP address, database port, database name, database user name,
database password, and software version. Uses can select the modules to be migrated for automatic
migration.

Teca & Welcome, agmin {55 (1) () (1) ()

Authorized Company: 11
@ Database Source Configuration

B4 Basic Management Database Type™ | postgresal

Language Pack 1P Address™ :2’. 0 .0 .

Database Port* 5432
Database Nams* security_db

Operation Log
Database Management

Area Setting Database Usemname" posigres

Department Database Password® =

System Parameter Software Version® | ZKBioSecruity_|

E-mail Management ~System# Personnel # Access # Attendance # Elevator ¢ Parking » Consumption # Visitor ' Event Records

Dil:lmngry

el : o o
Audio File

Certificate Type

Print Template

System Monitoring

3. Print Template

The path is: System > Basic Management > Print template - New print template management functions
are added, including Personnel card template, visitor receipt template/card template are all configured
here. The system initializes 5 types of personnel and visitor print templates.

Page |33 Copyright©2020 ZKTECO. CO., LTD. All rights reserved.



New Features and Updates for ZKBioSecurity V5000_2.0.0_R

TE.'..'I' I Welcome, admin 43 (@) (1) &) ()

Authorized Company: 11
@ Template Name| | & @
The current query conditions None
" Refresh | % New [} Delete

B Basic Management

Language Pack

Template Name Module Operations
Operation Lag 45454454545 Personnel Edit Delete Preview
Database Management 8388838835 Personnel Edit Delete Preview
Area Setting 9999999999 Personnel Edit Delete Preview
Department 5555555555 Personnel Edit Delete Preview
L — 123 Personnel Edit Delete Preview

cocyl Personnel Edit Delete Preview
E’zaﬂ Management 5656 Personnel Edit Delete Preview

ichionat

Managegem visitor receipt Visitor Preview
Data Cleaning wisitor print card(horizontal) ~ Visitor Preview
Audio File visitor print card Visitor Preview

personnel print card(horizonta Personnel Preview
Data Migration .

personnel print card Personnel Preview

Certificate Type

System Monitoring

4. System Monitoring

The path is: System > Basic Management > System Monitoring - The system monitoring function
displays the server processor usage, host memory usage, processor information, memory information, java
virtual machine memory usage and other information.

Toco & Welcome, admin 43¢ () (1) (%) (1)

Authorized Company: 11

@ -
Current Information Caching Trend Information

B Basic Management

Language Pack Processor Usage PC Memory Usage jvm Memory Usage
Operation Log
Database Management ’“"‘ " u‘ '“"

Area Setting ‘
o UskeRate o 0 Usage Rate o % UsageRate 70
Department

System Parameter / !

E-mail Management

Dictionary 0, o, 0
e 44.85% ., 78.55% 80.86% .
Data Cleaning
Audio File
Data Migration
Certificate Type _ ~
Processor Information Memory Information
Print Template
Altributes Value Altributes Physical Host m
Core Number 2 Total Space 3.92GB 191GB
System Usage 37.13% Use Space 3.08GB 155GB
User Usage 7.34% Remaining Space 860.71MB 375.02MB
2. Authorily Idie Rate 0% Usage Rate 78.55% 80.86%
Usage Rate 44.85%

g

|, Communication

3 Third Party

5. Limitation of Maximum Number of User login

The path is: System > Authority > User > New > Maximum Number - The Default is that multiple logins
are not allowed. If the administrator clicks Multiple Login and fills in the maximum number of the
user(example:1-10), it means the system allows 10 users to login.
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Username®
Usemame should be composed
between 1-30 characters and in
letters,numbers,or symbols (@/./~+_).

Password* e
Password is a composition of 4 to 18
characters,default is 111111,

Confirm eneee

Password*

State Enable

Multiple -

Login

Maximum

Number Limit muitiple login for the same
account

Superuser
State
Role
Auth
Department  If you don't select depariment you will

not have full departmental permission.
Authorize -

oo anaven ]| ox ] cancer ]

6. Security Parameters

The newly added Security Setting options, keep the balance between Security and Convenience. It
improves the security of the system, avoids the risk of password cracking by force.

Features:

1)  Three login verification modes can be selected.

| Open login venfication code: | Open aher input &ror

Minimum password strengtn: ) low (D (@ medium (D) () higher (&)
Account failed to log in: 2Time(s)
locking. 10minutes

[Password vaidity period{Day): Never expire
Intialize password policy: | Not mandatory

Do not open verification code: The system allows no verification code
Open verification code: User must fill in the verification code when logging in to the software.

Open after input error: The system will pop-up a verification box after filling in the wrong user name and
password.

2) Password Strength Setting: The path is System > Authority Management > Set Security

Parameter.
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1-El:-'ﬂ System ‘Welcome, admin f‘} ® @

® pectity parameters

1 Basic Management @ Open login verification code: | Open after input error

l.'h Authority Management | (= | Minimum password strength: @ low () () medium (@) () higher ()

The password thatcan be used must

User Account failed 10 10 contain at least 8 characters and |
contain atleast 2 of the following ~~ ;
locking: types: numbers, lowercase letters, |
Role uppercase letters, and spacial I
characters.
System Password validity pormmyay s | vover snprs -
Initialize password policy: Not mandatory

Menu
QOperate
AP| Authorization

Client Register

3) Lockaccount: The path is System > Authority Management > Set Security Parameter.

The account will be locked if the user fails to log in to the system as per the software setting. For example,
if the system allows the user to fill in the wrong username and password 2 times. The system will be locked
10 minutes after exceeding 2 times.

1-EEEI System weicome, aamin 508 (@) (1) (1)
®

X Basic Management [ Open login verification code:  Open after input error

I.'I'.I Authority Management | () Minimum password strength: @ low @ ) medium @ () higher @

User Account failed to log in: 2Time(s)

locking: 10minutes
Role

System Password validity period(Day): | Never expire
Initialize password policy: Not mandatory
Menu

Operate

API Authorization

Client Register

4) Password validity day(s): Find the path System > Authority Management > Set Security

Parameter.

The system supports password validity setting, user can set 30-day, 60-day validity period, or permanently.
If the password is expired, the user cannot log in to the system.
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TE':a System ‘Welcome, admin {f;f ® @ [

® sty carameters

L Basic Management @ Open login verification code:  Open after input error

l.'h Authority Management  |(©) Minimum password strength: @ low (3 () medium @ () higher @
User Account failed to log in 2Time(s)
locking: 10minutes
Role
System Password validity period{Day): Never expire
Inftalize password polcy.  Not mandatory

Menu
Operate

AP Authorization

Client Register

5) Password Modification: The path is System > Authority Management > Set Security

Parameter.
There are 2 options that the user can set: Not mandatory and forced to modify the next time you log in.
Not mandatory: The system does not need to modify the initial password.

Forced to modify the next time you log in: It is compulsory to modify the initial password after the second

login.

TEJ:ﬂ System ‘Welcome, admin {:5:? ® @

@ Sgifecurity parameters

X Basic Management () Open login verification code: | Open after input error

LA p——— Minimum password strength: @ low (7) () medium (i) higher (&)

User Account failed to log in: 2Time(s)

locking: 10minutes
Role

System Password validity period(Day): Never expire

Initialize password policy. Not mandatory
Menu

Operate
API Authorization

Client Register

7. AD Management
The software is integrated with 3rd party AD Server to get the Personnel/Department information to our
software directly. It makes integration easier.

The path is System Module > The Third Party Expansion > AD Management.
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Server configuration

m Server address ldap://192.168.213.159:380
L) Basic Management
[ User name kaikai11@ZkTeco.com
Password | .eeeesns
uthority Management :
Domain node ou=xin02;dc=7kTeco;dc=com
- ) AD field setting
rhen TG (T Database Fields Import AD fields
Personnel 1D Description
Intermediate Table
First Name name
LED Device Last Name Last name
Line Notification Department Name Department
IMobile Phone Maobile
Email Email
SMS Management U ——— ® @

Reset configuration

Synchronize permission group information
|1 Synchronization permission group
(] Synchronize members in permission group
Domain Node ou=xin02;dc=ZkTeco;dc=com

A Min-

T e P ]

8. Line Notification
Integration with Line APP, allows the user to subscribe to the important events in the chat group Line APP.
Path: System Module > Third Party Expansion > Line Notification

License control: Access control/attendance records and photos will be pushed to the Line APP in real-time.
Users can set the valid time for sending events, for example, if the user sets the time from 0:00 to 16:00,
then the system will push all events to Line through the token during the time zone.

Noffication Type
Name*

Event Point”

Messags Typs Al

Set Valid Time , 23 : 59 =
Messags Head

Message Tail

Effective

Remark

‘Token*

Click to enter the line page and get the token: Click o enler

[saominin | —oc | caa
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